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Abstract
IEEE 802.11ah is considered as a promising solution for massive-scale IoT device con-

nectivity in Internet of Things (IoT). The heterogeneous and large-scale networks of

resource-constraint devices in IoT pose some unique and daunting challenges. While

addressing those challenges, 802.11ah has come up with some unique features. With the

use of sub-1 GHz channel bands and various Modulation and Coding Schemes (MCSs),

802.11ah can achieve up to 1 Km of coverage in a single hop with a minimum of 100

Kbps data rate. It allows up to 8,191 devices to be associated with an Access Point

(AP) by using a new hierarchical Association IDentification (AID) scheme.

Different IoT applications have their own requirements while achieving scalability,

power efficiency, larger coverage range, and supporting heterogeneity. Although IEEE

802.11ah with all its innovative features solves many of these, it leaves out many impor-

tant and interesting issues too. Addressing those issues in order to facilitate communica-

tion over smart scalable IoT system provides motivation for this research. In this thesis,

we propose four schemes which can be easily integrated with the existing features of

802.11ah. The proposed solutions and enhancements mainly address the issues related

to Restricted Access Window (RAW), node grouping, relay, sectorization, and Quality

of Service (QoS). In the first contribution, we propose a dynamic RAW configuration

scheme for multi-hop IoT networks. A network having heterogeneous traffic loads and

MCSs is considered for this protocol. The AP and relay nodes optimally adjust their

RAW sizes over such scenarios. The relay nodes also use a dedicated time frame for

communication with AP and other relay nodes. The new time frame is adjusted based

on the optimally calculated RAW size and its own traffic load. Further, we model the

optimal RAW size from an optimal backoff window measured using 2D Markov Chain

method. The simulation and analytical results show significant throughput improve-

ments in comparison to the traditional scheme.

Event-driven traffic which are generated for taking some actions in IoT ecosystem

needs some sort of QoS guarantees from the networks. In our second contribution,

we propose a QoS-aware MAC layer solution to increase network reliability and reduce

critical traffic latency by employing a priority scheduling and an adaptive node grouping

scheme. The proposed grouping scheme calculates the current traffic load and distributes

v



them among different RAW groups considering the requirements of different stations.

The RAW scheduling scheme further provides priority slot access using a backoff scheme.

The proposed protocol shows significant delay improvement and better reliability for

priority traffic without compromising throughput performance.

Single channel based centralized channel access mechanism employed in IEEE 802.11ah

may not scale well in a large multi-hop network leading to poor quality of data reception.

In the third contribution, we propose a solution to dynamically adjust MCSs in relay

nodes for supporting a massive number of devices with different traffic requirements.

However, to support this, the AP node has to handle the congestion occurring due to

higher traffic load in it. Therefore, to improve the bandwidth capacity of the AP, a multi-

band sectorization scheme is proposed. Utilizing the available channels, the proposed

protocol facilitates multi-hop communication in an efficient manner. The performance

results show that the proposed protocol significantly improves average throughput and

packet delay over the existing 802.11ah-based protocols.

Efficient channel access mechanism for periodic stations in a large-scale 802.11ah

network is still a challenging problem. In our final contribution, we propose a novel

channel access mechanism for IEEE 802.11ah to reduce delay and energy consumption in

large-scale networks. The proposed protocol predicts the service interval of a monitoring

application and schedules its subsequent frames before their arrivals without requiring

any further contention. By doing so, the proposed protocol reduces access delay and

unnecessary wake-ups to a certain extent. The proposed protocol shows throughput

improvement, and reduces average packet latency and energy consumption as compared

to the traditional scheme.

Keywords: IEEE 802.11ah, Restricted Access Window (RAW), Internet of Things

(IoT), Scalability, Heterogeneity, Quality of Service (QoS), Node Grouping, and Sector-

ization.
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Chapter 1

Introduction

The vision for Smart World brings fast growth in research, development, and deploy-

ment of Internet of Things (IoT). Things in IoT are not only connected computers,

and mobiles phones, but also sensors/actuators and day to day objects such as books,

medicines, vehicles, TVs, and refrigerators [1, 2]. The future of IoT lies in the success

of Machine-to-Machine (M2M) communication where billions to the trillions of objects,

sensors/actuators in the surrounding environments are connected and operated through

a set of electronic devices supported by communication networks, and one or more

cloud-based servers [3]. In different IoT-based applications such as smart healthcare,

agricultural automation, electric grids, and transportation systems, the M2M network

is expected to be widely utilized. The projected number of connected devices worldwide

for the period 2015 to 2025 [4] is shown in Figure 1.1. Wireless network technology is the

ultimate solution for connecting such a massive quantity of devices seamlessly without
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Figure 1.1: Number of connected devices installed worldwide
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Chapter 1. Introduction

bothering about their geographical locations [5].

M2M communication is characterized by a large number of devices, covering a wide

range, and having different requirements in terms of network and services. For example

– smart lighting, smart grid, smart environment, and healthcare deploy thousands of

devices, and all of these are part of a single network [6]. Traffic patterns in such a

network are also not the same. In smart parking application, based on the arrival and

departure events created by a car, the packet generation rate varies [7]. Monitoring

applications like smart environment monitoring and smart grid mostly generate traffic

periodically. These devices are restricted by—processing, storing, and energy saving

capabilities. These applications use different wireless standards considering their known

benefits. As a result, many heterogeneous wireless networks are competing for the same

frequency in the same coverage area [8]. Again, chances of interference due to the

coexistence of multiple types of networks are also high.

1.1 Research Motivation

For supporting seamless performance in M2M network having a massive number of

IoT devices, a Medium Access Control (MAC) protocol holds the most important role

[9, 10]. Compared to traditional ones, the MAC protocol for IoT demands features

like low-power, low-cost, adaptive, cognitive, and large-scale operation [11]. The most

critical MAC layer challenge in M2M communication is to enable channel access among

a massive number of devices supporting their various service requirements. Additionally,

the connection needs to be efficient in terms of power consumption, data-rate, latency,

and cost. In these scenarios, channel access has the potential to become a bottleneck, as

foreseen by many industries and standardization bodies [12]. Consequently, designing

a MAC layer protocol for M2M communication has emerged as an essential area of

considerable work to both researchers and practitioners. In summary, the following

are the challenges that a MAC protocol needs to handle for supporting scalable M2M

communication.

• The MAC protocol should be able to control huge contention and collisions to
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enable stable performances in a shared wireless medium with an increasing number

of IoT devices.

• For enabling communication features in tiny objects, energy efficiency is one of

the most important design parameter.

• With the recent technological advancements for increasing physical layer capacity,

MAC layer throughput should also need to be scaled up for better performance.

• It should minimize the protocol overhead when a large number of nodes commu-

nicate over a wide coverage area.

• The solution should be able to adapt itself along with the changing nature of IoT

and its traffic.

• Need to deal with the unusual but mission-critical application traffic.

• It should reduce interference when multiple networks coexist in a service area, and

all of them use the same Industrial, Scientific and Medical (ISM) band.

Various standardization bodies such as the Institute of Electrical and Electronics

Engineers (IEEE), Internet Engineering Task Force (IETF), and International Telecom-

munications Union (ITU), are working hard to make low-cost communication feasible.

Among them, IEEE 802.11 and IEEE 802.15.4 standards have continuously tried to add

new technologies and functionalists, and several amendments [13]. These technologies

have been used widely in current IoT testbeds available worldwide as well as expanded

over a wide application area, including business, mobile, and automotive [14].

There are three critical reasons for such considerable acceptance:

• Use of Industrial, Scientific and Medical (ISM) band for the communication chan-

nel

• Low-cost hardware

• Adaptation of MAC protocol called Carrier Sense Multiple Access with Collision

Avoidance (CSMA/CA) which enables communication of multiple STAs
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To meet the requirements of M2M communication such as scalability, heterogeneity,

and low power consumption, 802.11ah Task Group (TGah) [15] extends the features of

current 802.11-based MAC scheme with some new innovative ideas [16, 17, 18, 19].

The existing networks for smart city, smart grid, and smart agriculture operate in

both sensor and backhaul scenarios. Standards such as IEEE 802.15.4, Radio-Frequency

IDentification (RFID), or Bluetooth Low Energy (BLE) work over relatively shorter

coverage range (1-100 meters) supporting low data-rates (bytes to megabytes) and low-

power consumption. Backhaul network standards like Wireless Fidelity (WiFi), World-

wide Interoperability for Microwave Access (WiMAX), General Packet Radio Services

(GPRS), and Long-Term Evolution (LTE) work over relatively long distances (100 me-

ters to kilometres) and higher data-rates (kilobytes to gigabytes) with the infrastruc-

ture of base stations demanding a proper line of sights [20, 21]. These solutions can

provide high throughput (kilobytes to gigabytes) but at the cost of more energy con-

sumption. Some recent testbeds like JEJU Testbed [22], Telefonica Ubiquitous Sensor

Networks (USN) Platform [23], SmartGridLab [24], Birmingham Urban Climate Labo-

ratory (BUCL) [25], SmartSantander [26], and OpenTestBed [27] follow this approach

for communication. These procedures open spaces while connecting the sensor devices

smoothly in different conditions. Further, their capabilities are limited by the—number

of devices, throughput, and coverage range, and hence scalability is less.

IEEE 802.15.4 provides low-rate and low-power Wireless Personal Area Network

(WPAN) that has been commercially used for a diverse range of embedded wireless

sensing and control applications. It is noticed that most of the testbeds [23, 22, 26] use

802.15.4-based technology for constructing a large-scale network. However, the scala-

bility of 802.15.4 protocol is found to be very poor in dense deployments due to a steep

reduction in throughput and an increase in energy consumption with an enhancement

of network sizes [28]. Due to the low-rate and use of contention-based CSMA/CA MAC

protocol, it shows abysmal throughput and energy performance with a large number of

nodes. It justifies the need to enhance the MAC protocol for supporting a large number

of low-power devices to communicate.
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The latest IEEE 802.11ah standard fills the space up to a great extent by exploiting

the edge of both WiFi and low-power sensor network communication technologies[29].

Figure 1.2 shows an IEEE 802.11ah-based multi-hop network. It uses sub-1 GHz channel

band to achieve coverage range up to 1 km of distance in single hop. Further, it extends

the connectivity beyond the coverage range by a new relay node concept between the

Access Point (AP) and stations manifold and thereby reduces power consumption by

allowing shorter transmission [30].

Relay AP

STA

1 k
m

1 
km

Internet

Cloud Server

Remote User

AP

Home environment City environment

Gas meter
Bulb

Camera
Car parking

Street Light

Figure 1.2: IEEE 802.11ah-based multi-hop IoT network structure

To provide support for energy efficiency and scalability in 802.11ah, TGah has been

working on the Physical (PHY) and MAC layers. With the use of sub-1GHz and dif-

ferent Modulation and Coding Sachems (MCSs), 802.11ah can achieve longer coverage

range with various data-rates (100Kbps - 78Mbps). It allows up to 8,191 devices to be

associated with an AP using a hierarchical Association Identifier (AID) scheme. The use

of newly proposed short MAC header, management frame, and Null Data Packet (NDP)

MAC frames reduce Tx/Rx time up to a large amount. It supports very low energy con-

sumption by adopting strategies like Target Wake Time (TWT), Traffic Indication Map

(TIM) and Segmentation. To reduce collisions due to contention, 802.11ah uses Bi-

Directional Transmission opportunity (BDT), and Restricted Access Window (RAW),
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and slotted channel access with synchronization frame. For efficient channel access and

power saving, STAs are divided into non-TIM (for periodic low-traffic), TIM (for high-

traffic), and unscheduled (for very low-traffic). Relay and sectorization operation allows

the network to extend and organize accurately.

Use-cases of IEEE 802.11ah

Utilization of sub-1GHz band and various MCSs support over 802.11ah allows configur-

ing different IoT applications easily. The varying data rates ranging from 100 Kbps to

78 Mbps has proved to be suitable for low-powered and resource-constraint IoT ([31] and

[32]). With short and burst transmissions, the sensors of IoT devices need to be in wake-

up mode only for a short time thereby conserving battery and energy. Along with IoT

use-cases adopted by 802.11ah, there are backhaul networking, extended WLAN range,

cellular traffic offloading, and rural communications. IEEE 802.11ah allows developing

technology for sensor networks with the required throughput and coverage range. Vari-

ous automation and remote control applications can be run over 802.11ah-based access

network. A list of smart applications enabled by sensors, meters, and their traffic types

are discussed in Table 1.1 ([33] and [34]).

An AP or Relay of 802.11ah covers thousands of sensor/actuators which are con-

nected to the Internet. The devices like a camera for a surveillance system or WiFi node

of the Internet require significant amount of bandwidth to transmit. On the other hand,

devices like lights or alarms, send a very short packet with a very low data-rate. As

802.11ah has different MCSs with the various data rates, it is more suitable for complex

Use-case Traffic flow Data rate Traffic types
Smart grid Bi-Directional 100Kbps Continuous/Periodic

/Burst
Environment /Agriculture
Monitoring

Mostly Uplink 100Kbps Periodic, Event-driven

Industrial process au-
tomation

Bi-Directional < 1Mbps Periodic, Burst

Indoor healthcare system Mostly Uplink 100Kbps Periodic, Event-driven
Healthcare /Fitness Bi-Directional 100Kbps Periodic, Event-driven
Backhaul Network Bi-Directional >200Kbps Continuous, Periodic,

Burst, Event-driven

Table 1.1: IoT use-cases of 802.11ah
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2. PCF is used for contention free
 delivery in infrastructure network
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Figure 1.3: Evolution of different MAC layer features from the most relevant 802.11
standards to 802.11ah
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network applications such as smart home, and smart campus ([16] and [32]). Again,

when a large numbers of STAs try to communicate simultaneously, collision increases.

Long transmission range leads to higher IFS duration, and smaller packets increase over-

head caused by a large header size. Hence, 802.11ah use different novel schemes to cope

with these issues and solves many.

Key Features of IEEE 802.11ah

The 802.1ah standard primarily inherits the basic features from the 802.11ac which is

further inherited from the traditional 802.11. IEEE 802.11ah standard is powered by

a set of new and novel concepts. The evolution of those features is shown in Figure

1.3. After the first WiFi standard, IEEE 802.11, was proposed in 1997, a series of

advancements have been done. Standards such as 802.11n and 802.11ac mainly tried to

improve network throughput. In IEEE 802.11ah, the new features such as RAW, AID,

and TIM and Segmentation mechanisms, help to connect thousands of STAs in a single

network which is very important in IoT. Some of the key features of it are discussed

below:

Hierarchical Station Organization

The legacy 802.11 can only associate 2007 numbers of STAs per AP due to the limitation

in AID field size. On the other hand, as shown in Figure 1.4, 802.11ah uses a hierarchical

structure using a 13bit AID, assigned to each of the associated STAs. The new AID/TIM

structure is organized into pages, blocks, sub-blocks, and finally to STAs (can be seen

in Figure 1.5). A set of STAs having AIDs within a specific range is kept in the same

TIM block. In this way, a single AP can support up to 8191 (213 − 1) to associate in a

single AP.

bb

Page Block Sub-block Station

12 0b1

Figure 1.4: Hierarchical AID structure
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Page 1 Page 2 Page 3 Page 4 

Block 1 Block 2 Block 3 Block 4 Block 32

2048 STAs

64 STAs

8 STAs

Sub-blocks

Stations

Blocks

Pages

Figure 1.5: Hierarchical AID organization

TIM and Segmentation

IEEE 802.11ah proposes new power saving schemes to reduce the energy consumption of

sensor devices. These schemes use the types of STAs while scheduling their radio on/off

duration. This mechanism reduces the waiting time for channel access and increases

sleep duration of STAs. Here, time is divided into pages, pages into Delivery TIM

(DTIM) periods, DTIM into TIM periods, and TIM into slots in a hierarchical manner.

The duration of DTIM and TIM for a STA starts on receipt of DTIM and TIM beacon

from the AP. The AP sends DTIM beacon informing about the pending data to the TIM

groups within. Then, TIM beacon carries in the information of which STA has pending

data at AP. Figure 1.6 shows an example of TIM and DTIM structure. In the DTIM

mapping, among 8 TIMs, STA for TIM5 only have data pending at AP. Similarly, TIM

mapping needs to create for STAs like 770, 773, etc. If there is no pending data at AP,

it will keep itself in power saving state by following two conditions:

• DTIM beacon notifies the STA of TIM group that there is no pending data at AP

• STA knows about pending data at AP but is not explicitly aware of the TIM

beacon

As compared to the traditional power saving scheme of 802.11, the following are the

advantages in 802.11ah which can be highlighted as:

• It reduces the energy consumption of STAs not having data at AP
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AP

DTIM

TIM1 TIM2 TIM3 TIM4 TIM5 TIM6 TIM7 TIM8

DTIM

Beacon carries the mapping information of TIMs

Beacon carries the mapping information of stations

TIM #

Map

1 2 3 4 5 6 7 8

0 0 0 0 1 0 0 0

STA #

Map

769 770 771 772 773 774

0 1 0 0 1 0

DTIM Mapping

TIM Mapping

Figure 1.6: Example of TIM and DTIM mapping

• It reduces the traffic indication map size in TIM beacon

• It is allowed to customize the size of DTIM for better energy efficiency

IEEE 802.11ah provides more freedom to a STA so that it can negotiate with AP

about its next wake-up time in TWT mechanism, and accordingly, it can stay in the

sleeping mode to save energy. However, for a network like IoT, a huge number of STAs

may unnecessarily wake-up due to its paging in the TIM group.

Channel Access Mechanism

Using the existing channel access mechanism, communication among thousands of STAs

increases the chance of collision by a large extent. To this problem, 802.11ah promises

to increase throughput and energy consumption using a RAW mechanism. It divides

the STAs into different RAW groups which spread the channel access over a long period

of time. The RAW is further divided into slots, a STA can only run its Transmis-

sion/Reception (Tx/Rx) mechanism in the dedicated slot. The STAs belonging to a

RAW group are allowed for contention within the assigned slot duration. Figure 1.7

shows a RAW frame structure. Getting a slot is dependent on a mapping function as

mentioned below:

x = (i+ offset)%SRAW (1.1)
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Figure 1.7: RAW frame structure in IEEE 802.11ah

Where, x is the slot number in a RAW frame of size SRAW, the offset value is for

improving fairness among the STAs in a RAW, and i is the position index or AID of

the STA. If STA is already paged, it uses AID, otherwise position index is used. If the

RAW is restricted to STAs with AID bits in the TIM element set to 1.

Once a slot is identified using Eq. (1.1), the STA can start its contention for trans-

mission in the slot. Figure 1.8 illustrates the working of channel access in 802.11ah. A

TIM period can be divided into a RAW frame for uplink and downlink transmission, a

Periodic RAW (PRAW) frame for non-TIM STAs, and a frame for unscheduled STAs.

A STA that wants to initiate a transmission, needs to send a Power Save Poll (PS-Poll)

frame after successful backoff. If the AP acknowledges the PS-Poll, then the STA can

send the data frame. For the downlink, AP informs about the buffered data through

TIM-mapping, and then the STA needs to send a PS-Poll frame like before. If succeeded,

then AP can send data in the allocated slot. At the beginning of RAW, AP broadcasts

a synchronization (SYNC) frame. The STAs can detect the availability of the channel

and can initiate its transmission. Hence, the STAs do not need to wait for an allocated

time frame called ProbeDelay timeout [35]. Additionally, other key features of 802.11ah

are mentioned as below.

• EDCA: Enhanced Distributed Channel Access (EDCA) is adopted by 802.11ah

for service category based access [36]. It provides traffic-aware channel access

employing different inter-frame spaces for each category. A flexible time duration

named as Arbitration Inter-Frame Space (AIFS) is used just before the backoff

period. Accordingly, the contention period is not the same for different types of
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traffic classes.

• PRAW: In IoT, a huge number of STAs may be deployed for monitoring purposes.

The STAs mostly follow periodic traffic patterns. To reduce overhead for such

traffic, 802.11ah proposes a PRAW as a part of the existing RAW frame. If

the periodicity is known, STAs can be scheduled in the PRAW phase without

requiring multiple times of contentions. These reduce overall access time which

further increases the efficiency of the network. The PRAW allocation may be

indicated by the RPS. The allocated indication is further broadcasted by AP such

that all other PRAW STAs can know about the scheduled details.

• Cross-slot boundary: If a STA is transmitting or counting down in backoff over

EDCA, there is an option for AP to allow the transmission over the cross-slot

boundary (CSB). The CBS indication is sent using RPS with 1bit filed. If the

CSB field is “0”, a STA can cross the slot boundary, otherwise (i.e., CSB field “1”)

there is not enough space in the RAW, which is called non-cross boundary case.

Relay Node Support

IEEE 802.11ah standard provides RAP support which works as a relay between AP and

STAs. It extends connectivity for an STA located outside the coverage of AP. IEEE

802.11ah implements RAP consisting of an AP and an STA module in it [29]. A Relay

function is responsible for connecting AP entity with STA entity. Figure 1.9 shows

network architecture with relay nodes. Frames coming from AP are received by Relay

STA and forwarded to STA3 via Relay AP.

Overall, IEEE 802.11ah is a true IoT-enabling solution for seamless communication

among a massive number of devices. The channel bandwidths – 1 MHz and 2 MHz and

coding schemes–MCS0 and MCS10 are widely used in IoT and M2M communication for

short burst data-rates and long-range communication ([32] and [37]). This new stan-

dard is of interest for both industry and research communities. A list of organizations

such [38], [39], and [40], are trying to implement the features in their 802.11ah-based

products. The specifications of 802.11ah are mostly discussed with reference to a list of
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Figure 1.9: IEEE 802.11ah relay architecture

published literature. Apart from this, there are dozens of research papers which discuss

the idea of MAC and PHY layer concepts in details. However, for making smart and

scalable IoT, many exciting and salient issues are still not considered. In summary,

the primary MAC issues and challenges – dense network operation, power efficiency of

sensor devices, presence of a large number of hidden nodes, distributed and synchro-

nized access, dynamic association and grouping, and massive overhead due to multi-hop

forwarding, are to be resolved.
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1.2 Overall Objectives

The broad objectives of this research are to design protocols and schemes in order to

support scalability in 802.11ah based networks. Following are the primary objectives of

this work:

i. Estimation of RAW size for large, dynamic, and heterogeneous IoT environments.

ii. QoS-aware scheduling and node-grouping for RAW-based channel access mecha-

nism employed large scale IoT.

iii. Channel allocation and load balancing scheme in Relay-based networks for im-

proving scalability.

iv. Reducing delay and energy consumption in periodic RAW-based MAC schemes

for a large-scale network.

In this research, we address these issues and proposed mechanisms to improve the

scalability for IoT networks.

1.3 Thesis Contributions

To fulfill the above objectives, we contributes a few protocols and schemes particularly

in MAC layer of IEEE 802.11ah. The main contributions of this thesis can be divided

into four parts, which are outlined in the following subsections in brief.

1.3.1 Dynamic RAW Configuration for Heterogeneous and Multi-hop Networks

Enabling channel access among a large-scale IoT devices for initiating uplink transmis-

sion is an intricate issue. The centralized channel access and unknown RAW figure in

802.11ah are not fully suitable for such heterogeneous network scenarios. Without the

absence of a RAW size adjustment technique, it fails to optimally utilize the resources

in a dynamic network environment. The contribution of this work is threefold. First of

all, a distributed channel access mechanism is designed for relay based multi-hop IoT.

Secondly, an enhancement to the RAW mechanism of 802.11ah is proposed in order to
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support heterogeneous loads over different RAW groups. A RAW size is dynamically

adjusted based on the current backoff stage of the STAs in a group. Similarly, to achieve

a better frame at AP and Relay node, the calculated RAW size further helps in achieving

an optimal frame size over dynamic and heterogeneous network conditions. Finally, an

analytical model is developed to optimize the RAW performance over dynamic traffic

load condition.

1.3.2 QoS-aware Scheduling and Node-grouping Scheme for IoT

Event-driven and query-driven traffic are rare and important in IoT. They deserve special

processing over RAW frame. A MAC layer scheduling scheme for provisioning QoS in

such network is essential. Further, a dynamic grouping scheme can help to efficiently

utilize network performance. Unfortunately, the MAC solution for IEEE 802.11ah does

not consider these requirements. In this work, we propose a QoS-aware MAC layer

solution to increase network reliability and reduce critical traffic latency by an adaptive

grouping and a priority scheduling scheme respectively. The proposed grouping scheme

calculates the current traffic load and distributed them among different RAW groups

if needed considering different requirements of stations (STAs). The RAW scheduling

scheme further provides priority slot access using a novel backoff distribution. Finally, a

fairness scheme is proposed for critical traffic, those have failed to transmit during last

tries.

1.3.3 Dynamic Load Balancing Scheme for Relay-based Networks

Single channel based centralized channel access mechanism employed in 802.11ah may

not scale well in a large network and hence lead to poor quality of data reception. In

this contribution, initially, we propose a relay node planning scheme for large-scale and

multi-hop 802.11ah network. Secondly, a distributed association scheme is proposed for

such relay networks. Thirdly, we propose a multi-band sectorization scheme to increase

network capacity. Fourthly, we propose a solution to dynamically adjust MCSs in relay

nodes for supporting different traffic requirements. Utilizing the available channels the
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proposed protocol facilitates multi-hop communication in an efficient manner. Finally,

a Transmission Opportunity (TXOP) based efficient transmission scheduling scheme

for Relay and AP is proposed. Performance results show that the proposed protocol

significantly improves scalability of 802.11ah network.

1.3.4 Periodic Traffic Scheduling Scheme for IoT Applications

In IoT, applications such as smart-healthcare, smart-agriculture, smart-home, and smart-

grid transmit packets in a periodic manner for the monitoring purposes. A very less

effort is given for scheduling such non-TIM periodic STAs in 802.11ah. Identifying the

scenarios in which the use of such STAs is beneficial and further investigating how they

negotiate over periodic RAW with a large number of STAs is an issue. In this work, we

propose a RAW scheme for 802.11ah to reduce access delay in such a large-scale network

for monitoring application. The contribution of this work is threefold. Firstly, a hybrid

MAC protocol is designed to appropriately predict the number of STAs and allocate

slots for transmission accordingly. Secondly, an efficient RAW scheme is proposed for

the periodic STAs to reduce contention over the time frame. Finally, a service interval

prediction algorithm is developed to appropriately adjust the next slot for transmission.

We analyze the proposed scheme and compare with the 802.11ah.

1.4 Organization of the Thesis

The rest of the thesis is organized as follows:

• Chapter 2 presents the traffic load-aware dynamic RAW configuration scheme for

heterogeneous, and multi-hop network.

• A QoS-aware mechanism in terms of latency and reliability for large-scale 802.11ah-

based IoT is discussed in Chapter 3.

• Chapter 4 gives the details of a channel allocation and dynamic bandwidth allo-

cation scheme proposed for a relay and sectorized 802.11ah network.
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• Chapter 5 presents a MAC layer solution of 802.11ah to improve throughput and

energy efficiency for large-scale monitoring applications generating periodic traffic.

• Finally, Chapter 6 concludes the thesis by summarizing the overall contributions

and suggesting some future directions of research in this area.
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Chapter 2

Dynamic RAW Configuration for

Heterogeneous and Multi-hop Networks

This chapter discusses an IEEE 802.11-based MAC protocol – HL-MAC, which is pro-

posed to solve dynamic and heterogeneous load conditions among different RAW groups

of a network. The proposed scheme dynamically sets the RAW size of AP and Relay

nodes for better utilization of the channel. HL-MAC improves the throughput and delay

performance significantly as compared to the existing relevant schemes.

2.1 Introduction

IoT combines different applications consisting of a large number of domains with diverse

concepts. Long-range and infrequent M2M communication support by Low-Power Wide

Area Network (LPWAN) technologies (e.g., LoRa [41], SigFox [42], and NB-IoT [43])

solve many problems as they can cover a larger area. However, due to their very low data

rate support, these are not very suitable for many applications. High scalability and

wide coverage range are the key requirements for many IoT applications. Provisioning

support for dynamicity and heterogeneity are also considered as the primary factors in

IoT [21]. Dynamicity and heterogeneity in IoT are caused by the following reasons:

1. Heterogeneous communication networks and technologies
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2. Diversity of application protocols and data formats to support various services

3. Nodes in the network generate traffic at different intervals, enter and leave, and

switch between active and inactive states.

A large number of IoT devices that need to be deployed in the targeted environment for

larger coverage, may create interference from neighbor networks. Moreover, the use of

the same ISM bands by such a large number of networks and nodes will be the bottleneck

in performance. In such a case, an efficient MAC layer protocol considering the above

requirements can improve the performance of a network. To reduce collisions in such

a large-scale network with thousands of devices and thus to improve power efficiency,

802.11ah group has developed a RAW mechanism. The RAW schemes should be able

to handle the traffic heterogeneity for efficient utilization of the network that operates

in the ISM band.

The default RAW-based channel access mechanism is discussed in Section 1.1. The

RPS in the beacon carries the related information like the size of RAW, size of the

slot, etc. The RAW size parameter is the key entity to decide the performance of a

network. The number of RAWs in a group affects the performance of the channel access

scheme. If there are few numbers of RAW groups, contention will be less and throughput

will be increased. However, there will be high latency due to the larger contention.

Similarly, if there are many RAW groups, contention will be high and throughput will

be less for a massive number of devices. However, a lesser delay is required due to low

contention. Performance of RAW is measured and analyzed in existing literature such

as [44], [19], [16], [45] and more. When the number of nodes is very high, the RAW with

larger size performs better to send packets for a particular range of time. IoT is being

characterized by heterogeneous traffic patterns and dynamic nodes. The unknown RAW

size of 802.11ah is not very suitable for such network scenarios. Secondly, IoT requires

a wide range of coverage (beyond 1km distance), hence, 802.11ah needs to establish

multi-hop communication with the help of relay nodes. However, proper channel access

and high overhead in such a relay network is still an issue.

As shown in Figure 2.1, a network with two groups of nodes – group 1 and group
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Figure 2.1: An illustration of RAW operation in 802.11ah over heterogeneous traffic
scenarios

2, are allocated RAW1 and RAW2 respectively for transmission. Accordingly, a STA

having data to transmit and receive can contend in the mapped slot from its RAW as

discussed in Sec. 1.1. As group 1 contains a large number of STAs with their data to

transmit, collision probability in RAW1 is high. However, RAW2, which is assigned to

group 2, many slots will remain unused due to the less number of requests for a slot.

Considering heterogeneous requirements of IoT, this work proposed a load-aware

multi-hop MAC protocol named, HL-MAC. The contribution of this work is threefold:

• We measure the suitability of 802.11ah based networks in covering a larger region.

The dynamicity and heterogeneity of IoT are discussed and various issues in such

networks are pointed out.

• An enhancement to the existing RAW mechanism to support node dynamicity

and traffic heterogeneity in IoT is provided. An analytical model is developed to

optimize the RAW performance over the saturated and dynamic load condition of

a network.

• We incorporate the concept of Relay AP (RAP) to enable support for different
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MCSs in STAs and extend connectivity to longer distances. These enhancements

improve scalability and perform well over dynamic environments.

The rest of this chapter is organized as follows. The related works concerning the

proposed scheme are presented in Section 2.2. The network model and assumptions of

this protocol are discussed in Section 2.3. Section 2.4 presents a detail discussion of

the proposed solution. Simulation and theoretical analysis of the proposed scheme are

presented in Section 2.5. Finally, Section 2.6 concludes this work.

2.2 Related Works

To solve the issues such as collisions, traffic load and heterogeneity in RAW, different

enhancements are proposed. Bel et al. [46] talks about the division of RAW time into

equal time slots and allowing a STA to randomly select a slot for further contention.

Collisions can occur if more than one devices select the same slot. Park et al. [47] pro-

poses to allocate the RAWs according to the number of devices, which can be estimated

by a mathematical model. This scheme improved throughput performance as compared

to the traditional RAW. But, this enhancement does not touch problems like energy

consumption and network dynamics. Also, it assumes that all the devices generate a

uniform load. Wang et al. [48] proposes an adaptive RAW mechanism based on to-

tal energy consumption. The size of the RAW determines the energy consumption for

transmitting overhead. Tian et al. [49] proposes a real-time grouping scheme, which

optimizes RAW parameters by analyzing the current traffic load conditions. However,

it only considers homogeneous and saturated network conditions. With the use of more

data field of the header, a better traffic-aware RAW estimation technique is proposed in

[50]. Further, the author in [51] enhances it to support heterogeneous MCSs in STAs.

Lei et al. [52] proposes a RAW grouping approach based on the Tx request received

by the AP node. A similar approach considers the report activities from alarm based

application in [53]. Based on the reporting activity, the RAW size is dynamically tuned.

However, in a heterogeneous traffic scenario where a STA may transmit any time, at

any rate, the protocol fails to meet the requirements. Considering the current backoff
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stage of the STAs, Hamzi et al. [54] estimates the RAW size at AP. To provide guar-

anteed QoS for delay-sensitive STAs, Charaniya et al. [55] categorized RAW operation

into slot reservation-based access for Delay Sensitive Machine type Devices (DSMDs)

and conventional 802.11ah-based access for non-Delay Sensitive Machine type Devices

(nonDSMDs). In [56], RAW slots are allocated to the STAs based on their require-

ments. But, RAW issues due to the network dynamicity and heterogeneity still need to

be resolved. A brief comparison of related works is presented in Table 2.1. The general

limitation of the existing literature also mentioned in the table.

Considering the heterogeneous and dynamic behaviors, where STAs may transmit

traffic at any interval and leave or join at any time, the existing 802.11ah based multi-

hop network fails to support the changes. Most of the works are carried out on RAW and

grouping mechanisms considering the single-hop scenario. Further works are required

to solve the RAW and grouping problem for IoT-based heterogeneous, dynamic, and

multi-hop networks.
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Chapter 2. Dynamic RAW Configuration for Heterogeneous and Multi-hop Networks

2.3 Network Model and Assumption

A typical network architecture with many components is assumed for explaining the

proposed scheme (as shown in Figure 1.2). It contains AP node (A), a set of RAP nodes

R = R1,R2,R3, ...., and set of sensor/end nodes S = S1, S2, S3, ..... The AP node is

responsible for initialization, synchronization, association, and channel allocation. The

R node allows STAs to use different MCSs. The A and R nodes dynamically allocate

bandwidth to support heterogeneous MCSs.

The AP node transmits RPS which contains time and RAW information. All the

relay and STA nodes synchronize themselves with the AP node. Initially, the protocol

follows the existing RAW based channel allocation scheme. STAs listen to the RPS to

find RAW ∈ {RAW1,RAW2,RAW3, ....}, to which it belong to and start contention in

the mapped slot. Again, RAW is divided into ρ number of slots as–(s = s1, s2, ..., sρ).

The communication between RAP to the RAP, RAP to AP, and vise-versa are accom-

plished using dedicated Time Division Multiple Access (TDMA), which is termed as

SLOT. Therefore, the overall frame maintained by the AP or RAP can be defined as

Frame = RAW + SLOT, where SLOT (SLOT = slot1, slot2, slot3, ....) is the set of TDMA

slots for AP and RAP node. Figure 2.2 shows the structure of the proposed time frame.

Slot

RAW

Up-link RAW Down-link RAW

Beacon (TIM, RPS)

Figure 2.2: IEEE 802.11ah based RAW structure with Up-link and Down-link slots

A RAW is comprised of an uplink and a down-link RAW. Finding the appropriate

size of an up-link RAW is an important but challenging issue. Hence, we only focus

on the Up-link transmission. The STAs in the network are divided into two groups,

viz., Relay group (R = Rh1,Rh2,Rh3, ....) and RAW group (g = g1, g2, g3, ....). A Relay

group head is responsible for enabling channel access among other Relays associated

with itself. A Relay group may contain multiple RAW groups, therefore gi ⊆ Rhj.
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2.4 The Proposed Protocol

Different RAW groups in a network face various load conditions due to the heteroge-

neous traffic intervals and the number of actives nodes in the network. To improve the

efficiency of RAW performance, we propose a backoff based RAW adjustment scheme.

The proposed protocol dynamically configure the RPS based on the current load in a

RAW. The AP node collects the current backoff stage of STAs within a group and ad-

justs RAW sizes. Optimal RAW size is measured from the optimal backoff window in

each of the PS-Poll frames. Further, to improve the performance of a multi-hop IoT

network, the proposed scheme dynamically adjusts the overall time frame size at AP and

RAP node. Additionally, a dynamic RAP allocation scheme supporting heterogeneous

MCSs is also proposed.

2.4.1 Distributed Channel Access

A distributed channel access scheme is incorporated for the AP (A) and Relay group

head (Rh). They use resultant Frame in allocating channels to the STAs (by RAPs) and

RAPs (by AP). Figure 2.3 shows the structure of a distributed time frame used by AP

and RAPs in different levels of the network. The STAs are allowed to transmit in the

RAW frame of AP/RAP. The RAP or AP uses a dedicated TDMA slot, which reduces

control overhead for such a multi-hop network. For example, STAs under group Rh1

will use RAWh1 and relay will use SLOT1 or SLOT2 of the same frame. We propose a

RAW and SLOT adjustment scheme to handle dynamic traffic load at A and Rh nodes.

Sec. 2.4.2 discusses the proposed scheme in detail. As there are multiple channels

available (depending on the country’s channel usage regulation) under sub-1 GHz of

IEEE 802.11ah, the proposed protocol has an option to use available channels at RAPS

for simultaneous transmissions. If available, channels are allocated to the different Rhs

in a sequence. The RAP, which is successful in getting a new channel, can transmit in

an interfering time frame. However, when the number of channels is higher, nodes need

to use the same and non-interfering time frame.

Algorithm 1 presents the proposed channel access mechanism. Considering the issues
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RAW

RAW RAW SLOT

RAW RAW

21

SLOT1 SLOT2

SLOT13SLOT12

SLOT111 SLOT121

SLOT1 SLOT2 SLOTi SLOTN

A

Rh2Rh1

Rh3 Rh4

A

h1 h2

h3 h4

SLOT11

Figure 2.3: The architecture of distributed and hierarchical channel access

Algorithm 1 Distributed Channel Access
Initialize:
A← access frame window
h ≤ 3← maximum number of hops
k ← Total number of children RAPs of a Parent AP/RAP

1: for i = 1 to h do
2: if Rhi+1

==parent(Rhi) then ▷ children relay node finds its parent relay/AP
3: Create TDMA frame with k number of sub SLOTs
4: Assign SLOTi to Rhi and Rlhi+1

▷ same slot is assigned to parent and
children node for dedicated communication

5: Ahi ← RAW + SLOTi ▷ the resultant access window
6: else
7: Ahi ← RAW
8: if RAW then
9: if STA then

10: Transmit PS-Poll message to send frame
11: Allow slot access in Uplink-RAW as discussed in Sec.1.1 using mapping

Eq. (1.1)
12: else
13: Allow slot access in Downlink-RAW as discussed in Sec.1.1 using map-

ping Eq. (1.1)

with multi-hop transmissions like poor quality of data reception, protocol overhead, etc.,

we are limiting the maximum number of hops up to 3. Line #2-6 finds the parent node

of a relay and allocates RAW and SLOT for communication with STAs and AP/RAPs

respectively. After that, based on the frame type, i.e., SLOT or RAW, channel allocation

is carried out (as described in line #6-13).
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2.4.2 Dynamic RAW and SLOT Adjustment Scheme

The proposed adjustment scheme works in two phases: RAW and SLOT phases in AP

and RAP nodes respectively.

2.4.2.1 RAW Adjustment

We propose a backoff-based RAW adjustment scheme for improving efficiency in the

network. IEEE 802.11ah devices time into differed RAWs, and each of them is assigned

to different groups of STAs. Further, a STA starts its transmission within the mapped

slot using the PS-Poll frame. For a successful PS-Poll transmission, the AP node ac-

knowledges by an ACK frame. Once, all the requirements from STAs are collected,

the AP node broadcasts their schedule using a Resource Allocation (RA) frame. Not

destined STAs from the same and other groups to keep themselves in sleep mode for

saving energy, until the next TDIM beacon.

RAW
slot

DIFS PS-PollSTA
Backoff
Window

[W  = 2  × Wo]i

Figure 2.4: Contention resolution in 802.11ah

To provide priority access for different service categories, IEEE 802.11ah adopted

the Enhanced Distributed Channel Access (EDCA) [29]. However, IoT traffic is mostly

short and burst nature and mainly follows periodic or event-driven traffic patterns. In

such a case, DCF is more suitable for the scalability of the scheme. In DCF, before

transmitting a frame, a STA needs to wait for DCF Interframe Space (DIFS) time. For

an idle channel condition, it chooses a random number of backoff slots from the range

[0−W] (where W is the size of contention window). If the backoff is successful, a STA

can start its transmission.
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The contention resolution of 802.11 can be seen in Figure 2.4. Initially, the size of

the contention window is W0, which is the minimum one. The size of W0 depends on the

success and failure in the transmission of PS-Poll message. For every PS-Poll frame, the

STA waits for an ACK. If the STA does not receive any ACK within a given time, the

frame is treated as lost. Thereafter, the PS-Poll message is re-transmitted again with

doubling the Window size on each attempt until it reaches Wm, which is the maximum

size. Finally, once the transmission is successful, W is reset to W0. There may a collision

if more than one STAs try to send PS-Poll simultaneously.

Bianchi et al. [61] uses the discrete-time 2-Dimensional (2D) Markov-chain model to

find the probability of successful transmission in a slot. A diagrammatic representation

of 2D markov chain model is shown in Figure 2.5. The network with N STAs are divided

into different RAW groups of n STAs. A random 2D process (s(t), c(t)) where s(t) is

the backoff stages in {0,m} and c(t) is the backoff counter in {0,Wm−1} is represented

by (i, k). The transition probability for state (i,k) is denoted as Pi,k. Different backoff

transition probabilities can be described as below:

1. If channel is found to be idle, state (i, k+1) moves to state (i,k), decrementing the

k value by 1

P{i, k|i, k+ 1} = 1;∈ [0,Wi − 2], i ∈ [0,m]]

2. At state (i,k), if the channel is busy, backoff counter stays at the same state with

probability, p

P{i, k|i, k} = p; k ∈ [1,Wi − 1], i ∈ [0,m]

3. If the transmission is successful, initialize i=0 to the minimum contention window

W0 with probability, (1− p)

P{0, k|i, 0} = (1− p)/W0; k ∈ [0,Wi − 1], i ∈ [0, 2]

4. STA at stage i-1 moves to stage i with probability p for an unsuccessful transmis-
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0,0 0,1 0,2 0, W - 20 0, W - 10
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Figure 2.5: Diagrammatic representation of 2D Markov Chain Model

sion, and selects its backoff counter value from (0,Wi − 1),

P{i, k|i− 1, 0} = p/Wi; k ∈ [0,Wi − 1], i ∈ [1,m]

5. The STA reaches to last stage, m, if all the transmissions are failed at all its

previous stages, and stays at the same state with probability p until successful,

P{m, k|m, 0} = p/Wm, k ∈ (0,Wm − 1)

The steady state probability that the system is in state (i0, k0)

bi,k = lim
i→∞

P(s(t) = i, c(t) = k)

The normalization equation and the resulting steady state probability of being in
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state (0,0) is calculated as:

b0,0 =
1(1− 2p)(1− p)

(1− 2p)(W0 + 1) + pW(1− (2p)m)
(2.1)

Therefore, the probability that a STA transmits a packet is equal to:

τ = b0,0 + b1,0 + ....+ bm,0 (2.2)

A STA transmits when the backoff counter becomes zero regardless of the backoff

stage, and if τ is the probability that the STA transmits in a randomly chosen slot

within the RAW, then,

τ =

m∑
i=0

=
b0,0
1− p

=
2(1− 2p)

(1− 2p)(W0 + 1) + pW(1− (2p)m)
(2.3)

In 802.11ah-based channel access duration, the following events may occur during

the transmission of frame:

1. Channel may be idle, probability that no STA is currently contending for a RAW

slot

Pidl = (1− τ)n

2. Probability that at least one STA get access to a slot for transmission

Ptxn = 1− (1− τ)n (2.4)

3. Probability that exactly one STA get access and transmit successfully

Psuc =
nτ(1− τ)n−1

Ptxn

4. If more that one STAs try for a single slot at a time, collision occurs with proba-
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bility

Pcol = 1− (Pidl + Ptxn + Psuc)

= Ptxn(1− Psuc)

Throughout (Th) is defined as the successful transmission of a frame bits for a given

time

Th =
E[Payload size transmitted in a slot]

E[Length of slot time]

=
PtxnPsucE[Payload]

(1− Ptxn)σ + PtxnPsucTsuc + PcolTcol
(2.5)

where Tsuc is the busy time for successful transmission, σ is the average duration

of a slot, and Tcol is the busy time when a collision occurs. For 802.11ah, it can be

calculated as below:

Tsuc = TFH + TDATA + TSIFS + TP + TACK + TDIFS + TP

Tcol = TFH + TDATA + TDIFS + TP (2.6)

where TFH = TPHY + TMAC is the frame header duration, and TDATA,TSIFS,TP,TACK,

TDIFS are the data, Short Interframe Space (SIFS), propagation, ACK and DIFS dura-

tion respectively.

As in Eq. 2.4 and 2.3, the value of τ depends on the network size and parameters

such as W and m. As τ is not a directly controllable variable, so, we need to consider

an adaptive a way to tune the values. Consequently, on the basis of that, an optimal

transmission probability (τopt) can be calculated [61]. Anouar et al. [62] calculated τopt

by differentiating Eq. (2.5) as:

τopt =
γ − (1− τopt)

n

γn
(2.7)

where γ = Tcol
Tcol−σ . Below τopt channel is misused due to idle slots and above which

performance is reduced due to high collision probability. However, collision is the pri-
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mary issue in the assumed use cases. As n and γ is known, we can calculate the value

of τopt.

An optimal backoff window (Wopt) can bee seen from an optimal transmission prob-

ability (τopt). The value below τopt signifies that the channel is under-utilized due to

idle slots and above which performance is reduced as collision probability is high. At

network saturation condition, τs can be calculated as [62]:

τs =
2(1− τ)n−1

W0 − 1+ 2(1− τ)n−1
(2.8)

Where W0 is the initial backoff window size. From Eq. (2.7) and (2.8), the optimal

backoff window at saturated condition is

Ws
opt = 1+

2(1− τopt)
n

τs
(2.9)

The STAs wake up and listen to the beacon to know whether the bitmap for itself is

set in TIM or not. If the bit is set to“1”, STAs use 10-bit additional field (to represent

window size with 1023 as a maximum value) in the PS-Poll frame to sendWs
opt. This way,

AP collects the backoff window size of a particular group of nodes. The AP calculates

optimal RAW size as:

ρopt =
Ws

opt(ρmax − ρmin)

Wmax −Wmin
(2.10)

RPS is updated with the latest RAW information in the contention phase and trans-

mitted in the next beacon frame. Smaller RAW size results in higher overhead as well

as energy consumption due to the scheduling information which needs to be transmitted

several times in a short interval. Hence, a minimum RAW size is maintained.

2.4.2.2 SLOT Adjustment

A Relay node follows the Time Division Multiple Access (TDMA)-based data trans-

mission approach. The TDMA approach reduces control overhead while communication

among AP and a few Relay nodes around. As a Relay group (R) contains multiple RAW

groups (gs), the RAP nodes predict total bandwidth by adding optimal RAW size, ρopt
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as in Eq. 2.10 of all its RAW groups in terms of time duration. The RAP calculates

TDMA frame time as:

SLOTtime = (

ρopt∑
ŝ=1

tŝ) + (

ρopt∑
k̂=1

tk̂)

Where tŝ and tk̂ are RAW slot and guard time respectively. If the TDMA slot size

and guard time are Tslot and tslot respectively, then the number of slots can be calculated

as:

nslots = SLOTtime/(Tslot + tslot)

To increase throughput at RAPs and to increase the network efficiency, we use a

larger slot size for TDMA-based communication. The larger slot is capable of sending

multiple frames together. A new frame is allocated to the TDMA slot based on avail-

ability. In this way, with the use of optimal RAW-powered Access Frame Window (A)

and multiple frame transmission, the efficiency of the network is enhanced.

2.5 Performance Evaluation

We use Network Simulator-3 (NS-3) [64] for analyzing the performance of the proposed

protocol. Table 4.3 shows the parameters used for simulation and theoretical analysis

in various network scenarios. We extend the network simulator capacity to support

multiple relay nodes in the network. The considered topology uses three RAPs in differ-

ent random locations between the STAs and the AP. Therefore, the simulation network

scenario has three relay groups as well. The RAP nodes work over different MCSs to

provide support for various IoT applications. For example- MCS2 is applied to run ap-

plications with higher bandwidth requirements like video surveillance. We use HET-T

and HET-H notation to indicate heterogeneous and homogeneous traffic scenarios re-

spectively. For heterogeneity, traffic is generated by sending packets in 0.1, 0.5, 1, 5

Second(s) of intervals. The proposed protocol, HL-MAC is compared with the tradi-

tional 802.11ah MAC protocol and TAROA [49] (a traffic-adaptive RAW optimization

scheme, which is found to be most relevant with the proposed protocol).
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Table 2.2: System and other parameters used in simulation and theoretical analysis

Parameter Value
Bandwidth 2 MHz
Modulation and Coding Schemes MCS0, MCS1, and MCS2
Data rate 650, 1300, and 1950 Kbps
Payload size 256 bytes
Radio propagation model Outdoor (macro [63])
Backoff window size (W) 15 (Min.), and 1023 (Max.)
Orthogonal Frequency Division Multiplexing
(OFDM) symbols time (Tsym)

40 µs

MAC header 14 bytes
PHY header 6 x Tsym

SIFS 16 µs
DIFS 120 µs
Backoff slot size 52 µs
Initial backoff window 64
Types of traffic UDP
Beacon size 25 bytes
ACK size 14 bytes
Simulation area 2000m × 2000m Flat-grid
No. of nodes (Max.) 6000
TIM 200 ms
DTIM 1000 ms
RAW size 5 (Min.), and 20 (Max.)
Default RAW size 10
RAW slot duration 3 ms
TDMA slot duration 5 ms
No. of Relay nodes 3

2.5.1 Throughput and Packet Received Ratio

Initially, we analyze the performance of RAW size with the increasing number of STAs

in the traditional 802.11ah scheme. As shown in Figure 2.6a, PRR (%) decreases with

increasing STAs. With the same RAW size, when more number of STAs tries for con-

tention, collisions are higher. However, PRR (%) is higher for larger RAW size, because

the chances of getting a slot are better in this case. Also, we analyze the throughput

performance over heterogeneous traffic scenarios. Figure 2.6b shows the throughput

achieved in traditional RAW with an increasing number of groups over homogeneous

and heterogeneous scenarios. For 5000 numbers of STAs, a higher number of groups

reduces contention in the case of a single group. However, when heterogeneous traffic

is transmitted (i.e., at different intervals) throughput performance starts deteriorating.

As a STA may or may not have traffic to transmit within its group, for fixed-size RAW,

throughput performance degrades. Moreover, when the number of groups goes beyond
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Figure 2.6: Packet Received Ratio (PRR) and throughput results in traditional
802.11ah-MAC protocol
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Figure 2.7: Dynamic RAW adjustment with varying load conditions

500, the throughput performance remains almost the same. Therefore, throughput re-

sults are affected by the total number of STAs, traffic types, RAW size, and the total

number of groups in a network. The performance of the proposed protocol is discussed

below.

2.5.2 Dynamic RAW Configuration

In heterogeneous traffic conditions, with an increasing number of nodes, traffic load may

not increase proportionally. Instead of this, the proposed protocol considers dynamic

traffic load as a parameter for adjusting the RAW size. The RAW size estimated by

the proposed scheme over different traffic load scenarios is compared in Figure 2.7. The

proposed scheme adjusts it considering the current traffic load within the group. As
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Figure 2.9: Average end-to-end delay incurred using MCS0

the proposed scheme finds the best RAW size over different traffic load conditions, it

enhances with increasing loads. However, in the traditional scheme, irrespective of the

varying traffic loads, the size of RAW remains constant (static) over time.

We theoretically calculate the RAW size with increasing load conditions, the results

show almost similar trends as compared to the simulation results.

2.5.3 Throughput Characteristics

As shown in Figure 2.8a, the throughput performance of 802.11ah in the heterogeneous

environment has been improved by the proposed protocol. In these circumstances,

throughput decreases with an increasing number of STAs. Considering the heteroge-

neous traffic conditions, the proposed scheme improves throughput up to 54%. The rea-
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Figure 2.10: Throughput achieved and distance covered using multiple hops

son behind this is that the proposed protocol utilizes all the RAW slots among different

groups optimally. It is clear from Figure 2.8a that the proposed protocol in heteroge-

neous traffic scenario shows almost similar throughput as RAW at homogeneous traffic

scenario. TAROA protocol optimizes RAW size based on the predicted service interval of

uplink traffic. However, the proposed protocol uses the current backoff stages of STAs,

consequently, not more specific to the periodicity of traffic. In heterogeneous traffic

conditions, the proposed protocol achieves up to 7% higher throughput than TAROA.

With the use of heterogeneous MCSs (MCS0, MCS1, and MCS2) applied over dif-

ferent Relay groups, the proposed protocol achieved higher throughput performances.

This is because of the higher bandwidth capacity supported by MCS1 and MCS2 (can

be seen in Figure 2.8b). The proposed RAW mechanism adjusts the RAW size based

on the traffic rate and collision probability. It is obvious that considering only MCS0

in HM-MCS will give lesser throughput as compared to HT-MCS.

2.5.4 Delay Characteristics

The channel access time is greatly reduced in the proposed protocol by dynamically

changing RAW size based on the number of nodes and traffic loads. The overflow

of loads in terms of traffic and number of nodes while accessing within a group in a

RAW scheme is balanced by the proposed scheme. Figure 2.9 depicts delay performance

of the proposed protocol. Although, TAROA protocol optimizes the RAW size based
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on the AP predicted traffic intervals, the expected traffic intervals always may not be

accurate due to the uneven nature of heterogeneous traffic and network conditions. Delay

is significantly reduced in the proposed protocol. With deployed network traffic, 100

STAs are sufficient to saturate the network, beyond that, the delay increases drastically,

especially in the case of traditional 802.11ah.

2.5.5 Multi-hop Performance

In addition to the RAW performances of the proposed RAP based 802.11ah network,

we explicitly analyze the multi-hop results in terms of throughput and coverage range.

For successful transmission of a frame, it requires at least one and two TDMA slots in

case of 2-hops and 3-hops scenarios respectively. Therefore, throughput decreases with

the increasing number of hops as shown in Figure 2.10a. Moreover, due to collisions,

throughput decreases with the increasing number of STAs (as discussed above). Provi-

sioning multi-hops support in the network allows us to transmit frames beyond 1 Km

distance. We validate the coverage range of the proposed enhancement through simu-

lation. The average maximum distance covered in the proposed solution is presented in

Figure 2.10b. This distance is measured by calculating the packet error rate which is

considered to be 100% while increasing the coverage range.

2.6 Conclusion

In this work, we presented a RAW and Relay solution for 802.11ah-based IoT networks.

The proposed scheme, HL-MAC significantly improved the performances of the RAW

mechanism with the use of an optimal backoff window solution. In a dynamic and

saturation environment, the proposed protocol showed a performance close to the net-

work with homogeneous nodes. With the support of heterogeneous MCSs and dynamic

bandwidth allocation schemes, the proposed protocol improved scalability over IoT to a

great extent. The dedicated slot based communication among AP and RAPs provides

efficiency in multi-hop and large-scale networks. We can highlight the achievements of

the proposed work as follows:
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• Dynamic configuration of RAW size over heterogeneous traffic showed suitability

for better utilization of channels in a large scale 802.11ah network.

• In the current network scenarios, to 350 Kbps of load, the proposed protocol

dynamically increases RAW size for allowing more transmission to occur.

• The proposed protocol dynamically sets RAW size for different groups of STAs

with heterogeneous traffic loads and reduces channel access delay, which further

reduces the average frame delay up to 38%.

• The proposed protocol improves throughput performance up to 44% and 14% as

compared to the traditional and TAROA protocol, respectively.

• The proposed protocol can dynamically use MCSs with higher data-rate to support

the current throughput requirements (i.e., up to 350%) in the network.

• Multi-hop support with proper channel access mechanism shows better end-to-end

results in terms of coverage range (i.e., up to 1500 m) and throughput (i.e., up to

280 Kbps) in a large scale IoT network.

While supporting the requirements of different IoT applications, QoS is another

important parameter that needed to be considered. In the next chapter, we propose a

QoS-aware MAC layer solution to increase network reliability and reduce critical traffic

latency by an adaptive node grouping and a priority scheduling scheme.
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Chapter 3

QoS-aware Scheduling and

Node-grouping Scheme for IoT

In this chapter, we propose a scheduling and grouping scheme – QS-MAC for provisioning

QoS in an IEEE 802.11ah network. The proposed scheme uses dynamic STA grouping

and fairness mechanisms to enable priority scheduling among needy nodes. QS-MAC

ensures QoS in terms of delay, throughput, and reliability over a large-scale network

having various types of STAs.

3.1 Introduction

In IoT, data flows are mainly of three types – event-driven, query-driven, and continuous

[65]. Event-driven and query-driven traffic flows are generated only when there is an

event or query respectively. While supporting communication in an IEEE 802.11ah

network with 8191 STAs which is more for multiple Basic Service Sets (BSSs), such

traffic diversity is obvious. Furthermore, there are IoT applications such as health-care

and fire-alarm, where data are sensitive in terms of reliability and delay, so provisioning

QoS is important but challenging. Also, real-time audio or graphics data streaming are

delay-sensitive and has a certain requirement of bandwidth. As shown in Figure 3.1, the

overall IoT control loop may take a huge delay. Unfortunately, the design of 802.11ah

does not specifically consider these dynamic behaviors.
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Figure 3.1: An example of IoT action control loop considering an IEEE 802.11ah network

The RAW mechanism of IEEE 802.11ah divides the time frame and allows a par-

ticular group of STAs for transmission. Several issues evolve while dealing with such

a massive number of STAs with heterogeneous traffic flow. The grouping of STAs is

dependent on the AID, which is assigned according to their association time. After the

association, STAs are grouped in a sequence. Therefore, in the case of STAs with higher

AID, it may differ a possible transmission. Further, critical and rare traffic demand spe-

cial processing over continuous data flows to meet different requirements. The current

research works are primarily focused on estimating the RAW size based on the number of

STAs or traffic loads for a particular group. However, the solutions do not consider traf-

fic types, QoS requirements, and distribution of traffic loads among the groups. In such

a case, dynamic and priority-based RAW allocation and adaptive grouping mechanisms

can help a network to achieve better performance.

A QoS-aware priority RAW scheduling and adaptive load aware node grouping

scheme, named QS-MAC are proposed. The proposed solution can optimize channel

access among different groups in a highly dense network. Contributions of this chapter

can be summarized as:
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• A QoS-aware RAW slot assignment and fairness method to handle the traffic flow

of critical applications.

• A load balancing scheme among different RAW groups using dynamic AID allo-

cation to improve network reliability.

The rest of the Chapter is organized into four sections. Background and related

works are discussed in Section 3.2. Section 3.3 presents the proposed QS-MAC protocol

for IEEE 802.11ah. Section 3.4 describes the performance evaluation and analysis of the

proposed protocol. Finally, Section 3.5, concludes this chapter.

3.2 Background and Related Works

This section discusses the different QoS requirements of various IoT applications and

their support in 802.11ah. We discuss some of the related solutions while provisioning

different QoS supports. Finally, we provide an analysis of the existing RAW scheme.

3.2.1 QoS Provisioning in IoT Networks

The QoS is defined as a set of quality criteria for a particular service [66]. QoS in IoT

depends on the characteristics of the objects and applications. Different rules/criteria

need to set due to their various characteristics. Looking at the traffic in IoT applica-

tions, there can be event-driven, query-driven, and continuous flows. Low rate traffic are

usually generated by the alarms/commands from the control center to the correspond-

ing authorities/actuators. For example, there may be a huge amount of on-demand

reporting type of traffic from thousands of smart-grid STAs [53]. In the power out-

age situation, a huge number of STA simultaneously tries to report the failure before

the battery dies [67]. Prior scheduling is important for improving reliability for such

even-driven traffic. Also, many critical applications need to be processed within a given

time-bound. Expecting the behavior of event-driven and query-driven traffic, scheduling

MAC protocol accordingly can improve the performance up to a great extent. Further,

a dynamic node grouping scheme can help to efficiently utilize network resources. The
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MAC solution for 802.11ah does not consider these requirements.

3.2.2 Related Works

The current research works are primarily focusing on estimating RAW size in different

network conditions. For example, Park et al. [47] estimated the number of uplink

STAs to determine the size of RAW. Zhao et al. [68] optimized the performance of the

RAW-mechanism in terms of power consumption, and showed that energy efficiency in

the sensor nodes improves with the increasing number of RAW groups. In [69], based

on the delay requirements of STAs, RAW is divided and allocated. Tian et al. [49]

suggested an optimization algorithm to judicially define the grouping parameters based

on real-time traffic and improved network efficiency. Šljivo et al. [19] proposed an

immediate reply scheme for 802.11ah AP to reduce downlink latency.

The above mechanisms improve RAW performance to achieve a better result in

terms of success rate. Tian et al. [49] and Šljivo et al. [19] improve delay performance

considering real-time nature of traffic. Seferagic et al. [70] enhances QoS by considering

the overall control loop frame. It considers delay and reliability for sensitive and periodic

traffic over the RAW frame. Further, Kia et al. [71] improves energy-efficiency with the

help of a load-aware grouping scheme without considering the QoS requirements of an

application.

Table 3.1 shows a comparison of QoS-aware IEEE 802.11ah based schemes. However,

for real IoT scenarios, traffic classification and priority scheduling for delay-sensitive ap-

plications according to their requirements are needed to be considered. Furthermore,

load balancing among the complete network is important to optimally utilize the avail-

able bandwidth. The analysis of state-of-art makes out a research space on provisioning

QoS for real-time priority traffic over limited channel bandwidth in 802.11ah. To ad-

dress this issue we propose RAW scheduling and load-aware node grouping scheme for

802.11ah called, QS-MAC.
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ProtocolYear Description QoS
Support

Priority
Scheduling

Adaptive
Grouping

Fairness
Support

[48] 2015 Optimize RAW size based on delay and
energy

3 7 7 7

[55] 2017 Divides RAW frames into delay and
non-delay sensitive applications

3 7 7 7

[72] 2017 Reduces delay by new association
scheme

3 7 7 7

[19] 2018 An immediate reply scheme is pro-
posed for downlink traffic,which re-
duces the extra RTT delay

3 3 7 7

[59] 2018 It holds regression and greedy ap-
proach while proposing a traffic aware
grouping scheme

7 7 3 7

[73] 2018 It proposes a grouping algorithm using
association process to prevent hidden
node collision

7 7 3 7

[70] 2019 Analyzes latency requirements over
RAW frame cycle

3 3 7 7

Table 3.1: QoS provisioning in IEEE 802.11ah by RAW adjustment

3.2.3 Problem Formulation

The AP node in IEEE 802.11ah transmits beacon which also broadcast RAW Parameter

Set (RPS) information in the preceding. In the interval, there may be one or more

number of RAW for a group of STAs. The STAs belonging to a RAW group are allowed

for contention within the assigned slot duration (can be seen in Figure 1.7). To get a

slot from RAW is decided based on a mapping function as shown in Eq. (1.1). The slot

duration (Tx) is calculated from slot duration count (Sc) specified in RPS as:

Tx = 500µs+ Sc × 120µs

Where, Sc depends on the value of k (Sc = 2k − 1), which is the number of bits in

sub-filed. If the slot format field is set to 0, k = 11 otherwise for 1, k = 8.

(i) For k = 11, the minimum value of Tx = 500µs when Sc = 0, whereas the maximum

of Tx is 500µs+ (211 − 1).120µs = 246.14ms

(ii) For k = 8, the maximum value of Tx is 31.1ms.

Again, size of SRAW is calculated as 214−y from a 14 bit field, hence the maximum number

of slots in a RAW is 8 for k = 11, and 64 for k = 8. In this way, group size will be

TRAW = Tx × SRAW, and maximum time frame size of group for k = 11 is 1.96s and 1.99s

for k = 8. The complete time frame (TFRAME) for a network with all associated STAs
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can be calculated as:

TFRAME = NRAW × TRAW

Where, NRAW is the total number of RAW groups in the network. If we consider

NRAW = 10, a STA may need to wait for Twait = 19.9− Tx Second for its transmission.

However, such delay is not tolerable for critical and rare traffic flows. Once STA finds its

RAW slot, it uses a DCF based contention mechanism. The second approach needs Tac

access time to get its slot for transmission. Access delay in the DCF scheme depends on

the probability of successful transmission in a slot. An increase in the number of groups

results in the reduction of a collision, hence throughput improves beyond a threshold

number of groups. Again, the latency of a STA will be very high if the number of groups

is high, as it may need to wait for Twait time till assigned RAW and slot. In such a case,

the primary concern in a network is to find the optimal RAW and group size based on

throughput, delay, and energy consumption. Also, for uplink traffic, the main issue in

a large-scale network is to reduce collisions due to contention.

Further, event-driven traffic is generated randomly which can create congestion in

the network. This is considered as a bottleneck of the existing RAW mechanism. For

any event, if a STA is not in the current RAW, it is not allowed to transmit. Although,

predicting the patterns of such traffic is challenging, but proposing a suitable priority

scheduling and adaptive grouping scheme may solve the problem up to a certain extent.

As shown in Figure 3.2, although an event has occurred in Group 5 for a STA, it can

not transmit because Group 1 is currently transmitting.
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Figure 3.2: An illustration of RAW operation for real-time application

3.3 The Proposed Protocol

The proposed protocol provides QoS in terms of delay and reliability in large-scale

802.11ah network. Considering the requirements of critical IoT applications, the pro-

posed scheme dynamically schedules and regroups STAs. It works primarily in two

phases: i) Priority slot scheduling within a RAW group, and ii) Adaptive grouping

within the network.

3.3.1 Network Model

The 802.11ah technology operates in sub-1 GHz band which extends connectivity over

distances upto 1Km in single hop. Relay node support may increase this distance further.

The 802.11ah network can be represented as N(A, S) is a combination of an AP (A) node

and a set of groups S = {G1,G2, ...,GNRAW
}, where Gi = {S1, S2, ...., SR} is a set of STAs.

For a network with n associated STAs, the total number of groups will be ⌈n/R⌉. These

STAs are categorized into C priority classes, c ∈ [0,C− 1] where, ci > ci+1, based on

different QoS performance metrics used in IoT (discussed in Sec. 3.2.1). Each of the

priority classes are assigned with a contention window W with successful transmission

probability p. The AP node is responsible for assigning a lower W to higher priority

class to ensure better probability of successful transmission. For example, a critical

traffic may acquire an initial value from a list of c. Due to the heterogeneity and
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QoS restrictions, there are different loads {L1, L2, L3, ..., LNRAW
} and LGi

̸= LGj
. Hence,

AP adaptively balances loads and if required, it increases the number of groups for

additional AID or swaps an unused AID j with i from an existing group. Considering

α be the Latency and β be the Reliability as the primary QoS requirements, traffic are

classified as follows:

1. QoS Traffic: C1 ∈ {α, β},C2 ∈ {α,−},C3 ∈ {−, β}

2. Non-QoS Traffic: C4 ∈ {−,−}

where, ‘-’ indicates no QoS requirement. The binary and decimal representation of the

classified traffic can be seen in Table 3.2.

3.3.2 A QoS-aware RAW Scheduling Scheme

A slot scheduling scheme is run for uplink and downlink traffic from STA and AP re-

spectively. The scheme starts with Target Beacon Transmission Time (TBTT) carrying

RPS information from AP. Although, most of the IoT application periodically gener-

ates traffic, however, other types of traffic as discussed above may be present in a single

network. The AP collects transmission behavior from the different received information

and predict their next transmission time. We identify the traffic in the network mostly

into two types – periodic and non-periodic, based on their transmission behavior. The

past information is stored in a database to predict the expected next packet arriving.

AP can easily find the periodic traffic by monitoring the initial transmissions from a

STA. However, finding the next transmission for non-periodic STA is challenging. To

find the next transmission for non-periodic (i.e., event-based) traffic, poison distribution

Class αβ Value
1 11 3
2 10 2
3 01 1
4 00 0

Table 3.2: Binary and decimal representation of traffic classes
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is commonly used, where probability mass function f(d) can be calculated as [74]:

f(d) =
µde−µ

d!

Here, f(d) is the probability for d events that occur in a time-bound, and µ is the

expected rate of occurrence of an event. Probability of several packets arrived in range

(between a and b, where a < b) is given as:

f(a ≤ d ≤ b) =
b∑

t=a

f(t); t ∈ I (3.1)

Where I is the average service interval of traffic. Value of I is dependent on the re-

quirements of IoT applications. We store flow rates associated with different links from

STAs in an event database. A prediction model decides the expected service interval

using Eq. (3.1). If a STA is ready to transmit, the AP node finds an available slot over

the RAW frame. The AP node checks priority class Cj and their priority value j for

scheduling. Meanwhile, the proposed protocol ensures earlier slot for low priority STAs

if higher priority STAs are currently not requesting. Then, a smaller backoff window is

assigned to a higher priority STA so that it can win an earlier slot. Instead of uniform

random backoff time selection, we use a non-uniform random backoff time selection using

a truncated distribution defined in [0, Wi-1] where i is the actual backoff stage. Most of

the existing mechanisms use continuous distribution to model the backoff process. But,

due to the discrete nature of slots, we need a discrete backoff distribution technique for

different classes. Therefore, we use a random time selection scheme that utilizes all the

slots at any backoff stage. For any backoff stage i, window size, Wi is calculated as [75]:

Wi =

 2iW0 for i ∈ [0,m′ − 1]

2m
′
W0 for i ∈ [m′,m]

where m is the maximum retry limits and m’ is the backoff stage after which the window

size remains constant. From n number of classes, a STA chooses a backoff time from

distribution with parameter φc defined over [0,Wi − 1]. The probability density function,
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Algorithm 2 Priority-based RAW scheduling scheme
Initialize: uRPS← modified RPS, α← Latency, β ← Reliability

1: while TBTT do
2: Transmit BEACON (uRPS)
3: Collect and update information on past transmission
4: Predict STAs time interval and next transmission time
5: Classify STAs into QoS (Q) and non-QoS (nQ)
6: if Q then
7: c0 ∈ {α, β}, c1 ∈ {α,−}, c2 ∈ {−, β} ▷ QoS STAs
8: else
9: c3 ∈ {−,−} ▷ Non-QoS STAs

10: Distribute backoff window into using truncated probability distribution, f(c) over
class c ▷ Eq. (3.2) and (3.3)

11: if f(c1) > f(c2) then
12: c1 has more chance to win an earlier slot than c2
13: else
14: c2 has more chance to win an earlier slot than c1
15: for i = 0 & i < 4 do ▷ Allocation of backoff window sizes for different traffic

classes
16: Allocate Wi → ci
17: i = i+ 1

18: if Ready to transmit then
19: Calculate TFRAME,NRAW,TRAW

20: Allow Gi to transmit in TRAW

21: else
22: Go to Step (1)

f(x) of the mentioned geometric distribution can be calculated as [76]:

f(c, i, j) = φj
c

1− φc

1− φWi
c

(3.2)

Where, i ∈ [0,m], j ∈ [0,Wi − 1], τ ∈ [0,C− 1] and φc ∈ R gives the increase and decrease

of the distribution for a given class c. The variation of f(c, i, j) gives different W value

which further defines the priority of class c. For example, if φc1 < φc2 then priority of

class c1 is higher than c2.

φc1 < φc2 ⇒

 f(c1, i, j) > f(c2, i, j); j ∈ [0, Ij]

f(c1, i, j) < f(c2, i, j); j ∈ [Ij,Wi − 1]

 (3.3)

where, Ij is the point of intersection for the density function. Eq. (3.3) says that c1
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has more chance to win an earlier slot ∈ [0, Ij] with respect to c2 in the range [Ij,Wi − 1].

The value of φc ∈ f(c, i, j) generates various priority classes. Algorithm 2 describes the

proposed traffic classification and priority scheduling scheme. Line #5-14 classifies the

traffic into different categories. Once the STAs are classified, RAW scheduling is carried

out in line #15-22.

Algorithm 3 Fairness for Critical Applications
Initialize: Wc

a ← average window size for class C, S← a set of STAs, Tc ← is the failure
count

1: if Ready to transmit then
2: for (S ∈ Ci) do
3: for Every failure do
4: Tc = Tc + 1 ▷ Increases failure counts
5: if (Wa(Ci−1) < Wi−1

m ) then
6: Promote S→ Ci−1 with highest Tc ▷ QoS class promotion for STA S
7: else
8: Wait for the next beacon

To provide fairness among critical traffic which has failed in recent attempts, the

proposed scheme keeps track of transmission count Tc. On every failure, this count

value is incremented by 1. Higher the value of Tc, higher is the chance of getting a slot

in the near future. Algorithm 3 describes a QoS class promotion scheme. A STA with

higher transmission count is promoted to higher priority class if the current RAW is not

saturated as discussed from line #2-6.

3.3.3 Adaptive Load-aware Grouping

The proposed grouping algorithm starts whenever any request arrives from the previous

phase of the protocol. Meanwhile, the AP periodically collects all the load information

of RAWs for both types of traffic. For all received frames, the AP node keeps records of

the window (W) and timestamp (ts), which they have piggybacked. A circular queue is

used to store this information for every node in a group. Whenever the queue becomes

full, the oldest entry is automatically removed to allow the latest frame to enter. For

maximum permissible window sizes Wm = {W1,W2,W3,W4}, AP finds a set of X, where

Xm is the number of counts for same type of entries in the queue. Enhancing PigWin

[77], the ease of transmission (Γ) which is the reciprocal of the average W size. The Γ
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is calculated as:

ΓGi
=

4∑
m=1

Xm

4∑
m=1

WmXm

The value of a large and small Γ indicates that the STAs are currently using a

small and large W respectively. Consequently, the transmission failure is low and high

for a large and small W respectively. Therefore, we define the load in the network is

the reciprocal of Γ. This can further define the difficulty of transmission. Hence, the

average W size considering the recent past transmission is important for understanding

the current network load.

Dynamic AID
Operation

QoS  STA
Non-QoS  STA

RAW1

Slot

A B C D

Groups

QoS-aware slot scheduling and fairness

RAW2 RAW3 RAW4

Figure 3.3: An example scenario of the proposed scheme

The theoretical maximum value of the load is Wm, whereas, the minimum permission

value of it is W0 if the frames are being transmitted successfully. Similarly, loads of

other groups are also monitored. However, according to the current network condition,

a threshold value (ΓtGi
) is decided. For example, value of ΓtGi

) is calculated considering all

the saturated window sizes received only once, i.e., X = {1, 1, 1, 1}. So, ΓtGi
is calculated

with C = {1, 2, 3, 4} and Wm = {16, 64, 256, 1024} as:

ΓtGi
=

1+ 1+ 1+ 1

16x1+ 64x1+ 256x1+ 1024x1
=

4

560
= 0.00294
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• Case 1: X = {1, 1, 2, 3}, Γ1Gi
= 0.0019; Γ1Gi

< ΓtGi
hence, group is heavily loaded

• Case 2: X = {1, 1, 0, 0}, Γ2Gi
= 0.025; Γ2Gi

> ΓtGi
hence, group is lightly loaded

In general, dynamic AID allocation is initiated by a non-AP node by sending an AID

switch request. To enable this, STAs are programmed with dot11DynamicAIDActivated

equal to true. The proposed adaptive grouping scheme is discussed in Algorithm 4. In

our scheme, an AID switch frame is sent to a particular STA from a heavy loaded group

with a new, unused, or AID from the lesser loaded group. Most of the major operations

are carried out by AP node which further reduces the load of resource constraint STAs.

Figure 3.3 shows an example scenario of the proposed QoS scheme. RAW1, RAW2,

RAW3, and RAW4 are allocated for groups– A, B, C, and D, respectively. We consider

the CSB type of slots. As discussed, the QoS aware scheduling happens within a slot.

However, as group A has more number of QoS STAs, there is a chance of congestion in

the slot. In such a case, a non-QoS STA may need to follow different AID, preferably

from a group with lesser number of QoS-STAs. This allows the scheme to automatically

reduce the load in group A by transferring the STA to group C.
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Algorithm 4 Adaptive load balancing for different groups
Initialize: Associated STAs are grouped as: G1,G2...GN

1: for G = 1 to N do
2: Calculate ease of load ΓCGi

▷ For class C in group Gi

3: for C = 4 to 1 do
4: if ΓCi < ΓCt then ▷ ΓtC is the threshold value for ease of load
5: Find GC

j with highest ΓCj
6: if ΓCj then
7: Swap (IDSTA(L

C
i ), IDSTA(L

C
j )) ▷ Exchanging AID values with a STA from

low load group
8: else
9: Create new group Gk

10: else
11: Goto Step (3)
12: if Transmission failed then
13: Goto Step (3)
14: else
15: Initiate priority slot scheduling ▷ As described in Algorithm 2

3.4 Performance Evaluation

The performance of the proposed priority RAW and grouping scheme is measured using

analysis and simulation and compared with the relevant traditional schemes. Although,

the existing solutions consider delay, energy consumption, and throughput as the QoS

parameters in their proposed architecture. For example, optimise RAW size based on

delay and energy consumption [48], reduce association delay [72], and control loop la-

tency [70]. To the best of our knowledge, this work comes as the first for proposing

a traffic class-based QoS with dynamic grouping in 802.11ah. Therefore, the proposed

protocol is compared with traditional 802.11ah.

3.4.1 Analytical Model

The 2-Dimensional (2D) discrete Markov Chain model (proposed by Bianchi [61]) is

used to analyze the performance of the proposed protocol. The probability of transition

to a next state is only dependent on the current state without any regard for the past

states. The probabilistic picture for a possible transition is dependent on two stochastic

functions: s(t) and c(t) at time slot t. The 2D-Markov chain model is represented as

shown in Figure 2.5.
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3.4.1.1 Probability of successful transmission for priority classes

The network with n STAs are divided into C classes with class c ∈ [0,C− 1] having ng

STAs in each group. A random 2D process (s(t), c(t)) where s(t) is the backoff stages

in [0,m] and c(t) is the backoff counter in [0,W − 1] is represented by (i, k). The state

transition probability of (i, k) for class c is denoted as Pc,i,k. Different backoff transition

probabilities can be described as:

1. From state (i, k+1), if channel is found to be idle, k is decremented by 1 and

moves to state (i, k)

P{i, k|i, k+ 1} = 1; k ∈ [0,Wi − 2], i ∈ [0,m]

2. At state (i,k), if the channel is busy, backoff counter stays at the same state with

probability, pc

P{i, k|i, k} = pc; k ∈ [1,Wi − 1], i ∈ [0,m]

3. If the transmission is successful, initialize i=0 to the minimum contention window

W0 with probability, 1− pc

P{0, k|i, 0} = (1− pc)f(c, 0, k); k ∈ [0,Wi − 1], i ∈ [0, 2]

4. After an unsuccessful transmission attempts at stage i-1, the STA selects its backoff

counter value from the range (0,Wi− 1) in the next stage i with the probability pc

P{i, k|i− 1, 0} = pcf(c, 0, k); k ∈ [0,Wi − 1], i ∈ [1,m]

5. After being unsuccessful is transmission attempts at all the stages, the STA reaches

the last stage m, and it remains in the same stage with the probability p until the

transmission succeeds.

P{m, k|m, 0} = pcf(c, 0, k), k ∈ (0,Wm − 1)
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The steady distribution of the Markov Chain model can be calculated as:

bc,i,k = lim
i→∞

Pc(s(t) = i, c(t) = k)

For class c, bc,i,0 = bc,i−1,0; i ∈ [1,m] =⇒ bc,i,0 = picbc,0,0; i ∈ [0,m] and

bc,0,0 = (1− pc)
∑m−1

i=0 bc,i,0 + bc,m,0. Finally, once STA’s backoff counter reaches zero

(k=0), probability τc that STA can transmit in the randomly chosen slot can be calcu-

lated as:

τc =

m∑
i=0

bc,i,0 = bc,0,0
1− pm+1

c

1− pc
; i ∈ [0,m] (3.4)

3.4.1.2 Throughput Analysis

Let n ⊂ N be the total number STA of class c, so during allocated RAW slot duration,

the following events may occur [78]:

1. Channel may be idle, so probability that no STA is currently contending for a

RAW slot is given by

Pidl = (1− τc)
n

2. Probability that at least one STA gets access to a slot for transmission

Ptxn = 1− (1− τc)
n

3. Probability that exactly one STA gets access and transmits successfully can be

written as

Psuc =
nτc(1− τc)

n−1

Ptxn

4. If more than one STAs try to transmit in a single slot at the same time, collision

occurs with probability,

Pcol = 1− (Pidl + Ptxn + Psuc)

= Ptxn(1− Psuc)
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Throughout (Thc) is defined as the successful transmission of a frame bits for a given

time for class c (calculated in Eq. (2.5))

Thc =
E[Payload size transmitted in a slot]

E[Length of slot time]

=
PtxnPsucE[Payload]

(1− Ptxn)tslot + PtxnPsucTsuc + PcolTcol

Where, Tsuc is the busy time for successful transmission, tslot is the average duration

of a slot, and Tcol is the busy time when a collision occurs. In 802.11ah, it can be

calculated as below:

Tsuc = TFH + TDATA + TSIFS + TP + TACK + TDIFS + TP

Tcol = TFH + TDATA + TDIFS + TP

Where, TFH = TPHY + TMAC is the frame header duration, and TDATA,TSIFS,TP,TACK, and TDIFS

are the data, SIFS, propagation, ACK and DIFS duration respectively. Again, the sys-

tem throughput (Th) is the summation of throughput for all classes of STAs, i.e.,

Th =

C−1∑
c=0

Thc; c ∈ [0,C− 1]

3.4.1.3 Delay Analysis

We calculate the average delay as discussed in [79]. If E(Db), E(Ds), and E(Dr) are

the delays due to backoff, number slots before the backoff counter freezes, and retries

respectively, then the average delay for class c can be calculated as:

E(Dc) = E(Db)σ + E(Ds)T1 + E(Dr)T2 + Tsuc

where,T2 = Tcol + TDIFS + TACKtimeout, TACKtimeout is the ACK time out, and T1 = PsucTsuc+

PcolTcol. So, the average delay including all classes is

E(D) =
1

C

C−1∑
c=0

E(Dc); c ∈ [0,C− 1]
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3.4.2 Analytical Results and Validation

We analyze the RAW performance considering traffic classes- C1, C2, C3, and C4, where

priority of Ci > Ci+1; 1 ≤ i ≤ 4.We compare the results of the proposed QoS-aware

MAC protocol (QS-MAC) with the DCF mechanism of 802.11ah. Further, a simulation

analysis is carried out in the same environment. The values of different parameters are

mentioned in Table 3.5. The duration of the data frame for MCSs used in 802.11ah can

be calculated by the equation mentioned in [45] as:

TDATA = ⌈8× (L+mh)
R
Dr
× LDrs

⌉ × Tsym + TPHY (3.5)

where, mh,R,Dr, L
Drs ,Tsym and TPHY are MAC header size, basic data rate, number of

bits in one OFDM, symbol duration of OFDM, and PHY header size respectively. For

256 bytes (MCS0, 2MHz), TDATA=4.56 ms. To see the saturation throughput in a con-

dition where the number of STAs from different classes is not the same (among 1000

STAs), we use tabular data representation. We consider 4, 6, and 10 as the maximum

backoff stages for C1, C2, and C4 classes respectively. Otherwise, a graphical represen-

tation is used for common case scenarios. Initially, we analyze the throughput and delay

performance of the proposed scheme in analytical (A) and simulation (S) environments

and compare the results with traditional 802.11ah. Considering the theoretical analysis

from Sec. 3.4.1.2, the calculated saturation throughput can be seen as presented in Ta-

ble 3.3. Throughput achieved by the QoS scheme is much higher than the conventional

DCF used in 802.11ah. The required bandwidth is optimally utilized for more reliabil-

Table 3.3: Saturation throughput: analytical vs. simulation

Traffic
Class

Protocol A/S NC1=100
NC2=100
(Kbps)

NC1=100
NC2=150
(Kbps)

NC1=150
NC2=200
(Kbps)

NC1=250
NC2=300
(Kbps)

A 104.9 111.7 116.3 121.4
C1 QS-MAC S 101.4 107.2 113.4 120.5

A 102.3 100.1 97.1 100.7
C2 QS-MAC S 91.0 93.2 94.9 92.7

A 60.3 63.9 66.1 70.9
Default 802.11ah S 56.0 58.2 59.8 61.8
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Table 3.4: Saturation delay: analytical vs. simulation

Traffic
Class

Protocol A/S NC1=100
NC2=100
(Sec.)

NC1=100
NC2=150
(Sec.)

NC1=150
NC2=200
(Sec.)

NC1=250
NC2=300
(Sec.)

A 1.902 1.954 2.077 2.167
C1 QS-MAC S 1.941 2.105 2.167 2.311

A 3.101 3.201 3.658 3.814
C2 QS-MAC S 3.112 3.402 3.756 3.987

A 9.081 11.102 12.982 14.088
Default 802.11ah S 9.120 11.201 13.321 14.568

ity and low latency in priority traffic. Further, a saturation delay is calculated from

both types of traffic, which can be seen in Table 3.4. The saturation delay is greatly

improved in the proposed protocol. About 700% and 500% (on average) lesser latency

can be noticed in C1 and C2 respectively as compared to the default DCF scheme.

Table 3.5: Default parameters used for simulation and analysis

Parameters Value
Bandwidth 2MHz (MCS0)
Data rate (Dr) 650 Kbps
Payload size (L) 256 bytes
CWmin/ CWmax 15/1023
Slot time 52 µs
SIFS 160 µs
DIFS SIFS+2 *Slot time (µs)
RTS/CTS Not enabled
STA distribution Random
Beacon Interval 0.1s
Number of STA 1000
No. of data bits in one OFDM (LDrs) 26 bits
Symbol duration (Tsym) 40 µs
Coding rate for Binary Phase Shift Keying
(BPSK)-MCS0 (R)

0.5

PHY header 6 * symbol duration (µs)
MAC header (mh) 14 B
Number of slot in each RAW 10
RAW slot duration 15 ms
Queue size 100 packets
No. of QoS STAs 50%
No. of groups 2-10
Simulation area 1000×1000 m2

Simulation time 5 min
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Figure 3.4: Throughput and delay characteristics with increasing number of STAs in
traditional scheme
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Figure 3.5: Throughput characteristics with increasing number of STAs and groups

3.4.3 Simulation Analysis

We use NS-3 [64] for simulation analyses of the proposed protocol. Initially, the effect

on throughput and delay are analyzed for different priority classes with 50% of QoS

traffic in the traditional scheme. Other simulation parameters are mentioned in Table

3.5. The following throughput and delay analysis are carried out to portray the essence

of the proposed scheme:

• QoS in the traditional scheme: Throughput and delay results are analyzed.

• QoS in proposed and traditional scheme: Throughout results are compared in the
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proposed and traditional scheme.

• QoS of Different Traffic Categories: Throughput and delay of the proposed scheme

considering different classes of traffic are measured.

• Overall QoS performance in the proposed and traditional scheme: Throughput

performance are measured to see the efficiency of QS-MAC for dynamic grouping.

3.4.3.1 QoS in Traditional Scheme

Before applying the proposed scheme, we measure the performance of the traditional

802.11ah MAC protocol with the considered traffic classes. As shown in Figure 3.4a,

the tradition scheme with more number of non-QoS STAs show higher throughput due

to the higher possibility of transmission. Similarly, the delay is not reduced for the QoS

traffic as shown in Figure 3.4b.

3.4.3.2 QoS in Proposed Vs. Traditional Scheme

We compare the performance of QS-MAC with the traditional scheme. We measure

the effect on the priority of traffic over non-priority traffic is measured. In Figure 3.5a,

considering a number of groups like 6 and 10, with an increasing number of STAs,

throughput decreases for the DCF scheme. However, in the case of the priority scheme,

saturation throughput increases. With an increasing number of STAs, a higher number

of priority STAs try for channel access. Hence, the probability of getting a channel

for the non-QoS STA is lesser. Secondly, without any priority scheduling, chances of

collisions are higher in case of a higher number of STAs in DCF. The remaining band-

width can be utilized to support the requirements of class STAs, which is done by the

proposed adaptive grouping scheme. Again, the DCF mechanism performs better in

case of a higher number of groups. This is because of the reduction in collisions (due

to contention). Figure 3.5b considers all the traffic classes for analysis. Throughput is

measured with an increasing number of groups considering QoS bound traffic. For the

only group in the DCF mechanism, throughput decreases drastically. However, using 6

groups a better result can be seen especially in a case for a large number of STAs.
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3.4.3.3 QoS of Different Traffic Categories

Throughput achieved over increasing number of STAs considering all classes C1, C2,

C3, and C4 of traffic at the same time. If we consider only class-based traffic in the

same scenarios, throughput achieved by the higher priority class is better. Also, a small

decline in throughput is observed as compared to DCF scheme. Also, in addition to all

the priority classes, throughput shows 125% of higher than the tradition DCF scheme.

Further, throughput performance for class STAs is also measured against different groups

sizes. The proposed protocol shows similar results in almost all the group sizes (can be

seen in Figure 3.6a). Throughput achieved over increasing number of STAs considering

all classes C1, C2, C3, and C4 of traffic at the same time. This is due to the adaptive

grouping scheme, which balances the available bandwidth among all the groups. The

proposed scheme reduces the simultaneous channel access by early priority scheduling.

Finally, Figure 3.6b shows the saturation delay performance. The proposed scheme

reduces delay up to a huge margin. It applies RAW scheduling and adaptive grouping

to provide QoS for the critical STAs. The preliminary delay in a large-scale network

is the channel access delay, which is reduced in this scheme. However, non-class STAs

incur higher delay in-spite of relief for more number of groups.
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Figure 3.6: Average throughput and delay for different network and node group sizes
respectively
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3.4.3.4 Effect of Grouping in Proposed Vs. Traditional Scheme

We analyze the overall delay improvement in the proposed scheme and compared with

the traditional scheme. As shown in Figure 3.7a, the average throughout is measured

with the increasing number of STAs. Our solution efficiently utilizes the available chan-

nel bandwidth, which is distributed among different RAW groups. Due to this, the total

throughput (C1+C2+C3+C4) in the proposed scheme is higher than the traditional

scheme. Figure 3.7b shows the average delay performance of the proposed scheme with

increasing loads in a group. Considering 50% of QoS traffic in a RAW group, we take an

average of delays in all the STAs that are initially considered to be in the same group.

It may be noted that a STA may not be in the same group for all the duration. Due

to the dynamic grouping scheme, the average delay of the STAs is reduced significantly

as compared to the traditional scheme. Due to the saturation capacity of the links, the

delay drastically changes when the loads increase beyond 300 Kbps.
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Figure 3.7: Average throughput and delay performance

3.5 Conclusion

This work presented a priority scheduling and adaptive grouping scheme for improv-

ing QoS performance in terms of latency and throughput over a highly dense network.

Applying the proposed scheme, the utilization of a large-scale network is significantly

improved over the existing RAW grouping scheme. From the result, we can judge that
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a higher number of groups give better performance applying the scheme over different

requirements of STAs. We can further conclude that it is more advisable to classify all

the STAs of the network into different priority classes according to their requirements

and then allow them for transmission. The proposed protocol used three algorithms,

viz., priority scheduling, fairness scheme, and adaptive grouping to achieve QoS. The

algorithms use the same computation on backoff operations for different purposes such

as window-based priority setup, load balancing, and achieving fairness. Hence, compu-

tational latency is lesser and scalability is higher as compared to the existing related

works. The key achivements of the proposed works are as follows:

• IEEE 802.11ah without special scheduling is not suitable for provisioning IoT

services with the required quality. In such a case, load from non-QoS traffic may

create a burden to achieve QoS for priority traffic.

• Considering all the priority classes in a network, throughput shows 125% of higher

than the traditional DCF based schemes.

• In case of delay performance, about 700% and 500% (on average) lesser latency

can be noticed in C1 and C2 class of traffic respectively as compared to the default

DCF scheme.

• Due to the dynamic grouping scheme, the proposed protocol improved throughput

up to 12.7% and delay up to 300% over existing RAW schemes.

• We proposed four traffic classes considering delay and reliability requirements,

therefore, the proposed scheme can use both scheduling and grouping schemes to

provide QoS in all the scenarios with better efficiency in the network.

• Three algorithms – priority scheduling, fairness scheme, and adaptive grouping

use the same computation on backoff operations for different purposes, which

ultimately reduced the computational latency in the network.

Although the proposed QoS scheme can ensure guaranteed services for critical ap-

plication upto a certain extent, with an increasing number of STAs and critical traffics,

64



Chapter 3. QoS-aware Scheduling and Node-grouping Scheme for IoT

congestion will be high. In such a case, the total network capacity needs to be in-

creased. In the following chapter, we propose a multi-band sectoring scheme powered

by a dynamic bandwidth allocation scheme at the Relay node.
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Chapter 4

Dynamic Load Balancing Scheme for

Relay-based Networks

This chapter proposes a dynamic load balancing scheme – DL-MAC for large-scale

802.11ah network. Beforehand, a network with a distributed association, Relay node

planning, and sectorization scheme is designed for better efficiency. DL-MAC uses cur-

rent load in Relay or AP and dynamically switches its Modulation and Coding Scheme

(MCS) as per the requirements. Further, an efficient TXOP-based channel access mech-

anism is proposed for improving scalability.

4.1 Introduction

With the technical support from IoT, applications have evolved for provisioning smart

technology, smart services, smart industry, smart management, and smart life. However,

for holistic operation in the whole network, it requires seamless communication from

the sensor/actuator to the gateway. The state of art solutions is not very suitable

for supporting communication among a massive number of IoT devices. As discussed

above, the latest IEEE 802.11ah standard [29] has emerged as new candidates to solve

the above gap problem. This standard proposes some innovative and unique concepts

for supporting a large number of low-power devices in smart cities [16]. With the

support of the sub-1GHz frequency band, it can cover up to 1km in a hop. Along with
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the grouping-aware a RAW, it also proposes a Relay AP (RAP) solution, which can

increase the coverage beyond 1-hop distance and can support more number of devices

in the network ([80] and [81]).

In the 802.11ah-based large-scale network, there is a possibility of poor quality data

reception due to long communication range and higher delay in multi-hop transmission.

As it uses only a single channel, only one node in the network can transmit at a particular

time. Carry on the point a little, this may cause interference on each other or increase the

chances of hidden node problems. Also, networks used in IoT solutions need to support

heterogeneous traffic requirements. For example, a surveillance application requires

a higher data-rate than in a smart lighting system. Severe hidden nodes problem in

communication can also arise if we do not group the STAs according to their geographic

locations, especially in urban infrastructure. In such a dense network scenario, without

spatial reuse of channel, the overall network may lead to performing beggarly. Many

IoT applications require some sort of QoS guarantees in terms of parameters like delay

and throughput. Further, a better Relay AP (RAP) solution for 802.11ah network to

dynamically adjust bandwidth requirements in a different part of IoT is important.

In this work, we propose a dynamic load balancing scheme for the RAP-based

802.11ah network, named, DL-MAC for maximizing overall network efficiency using

multiple channels. Before implementing the dynamic load balancing scheme, we propose

an 802.11ah based network considering relay and sectorization support. The proposed

network enables the nodes to contend and get associated with the AP in a distributed

manner. With the use of a dynamic network organization and channel allocation scheme,

the proposed protocol improves the scalability of 802.11ah significantly by allowing mul-

tiple channels and RAPs with simultaneous transmissions. Later, a MAC protocol for

dynamic load balancing and transmission scheduling at RAP and AP is proposed. In

summary, the following are the key contributions of this work:

• We propose a large-scale network for IoT, which is distributed over RAPs and

different sectors. RAPs use different channels for simultaneous transmissions in

different sectors of the network. To achieve this, an efficient RAP planning scheme
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is proposed with the help of the angular separation of nodes.

• A MAC layer protocol for RAPs or AP, to periodically check its load and adjust

bandwidth using multiple MCSs dynamically.

• An efficient transmission scheduling scheme for RAP and AP communication.

The rest of the chapter is organized as follows. A background study on IEEE

802.11ah for IoT concerning their network scalability support and related works are

presented in Section 4.2. Section 4.3 gives the detail of the proposed solution. Simu-

lation and performance evaluation of the protocol is presented in Section 4.4. Finally,

Section 4.5 concludes this work.

4.2 Background and Related Works

IEEE 802.11ah amendment [29] aims to provide Wireless Local Area Network (WLAN),

which can manage and control a large number of heterogeneous, low-powered devices

within a BSS. To support the requirements of heterogeneous traffic in IoT, it has pro-

posed different MCSs to be applied in various scenarios. Considering the wide channel

of 16 MHz, MCS9 can provide up to 78 Mbps of data rates. IEEE 802.11ah utilizes

sub-1 GHz license-exempt bands to provide extended coverage range. It defines 2, 4, 8,

and 16 MHz channel bands for data transmission [82].

MCS Modula
tion

Coding
rate

1 MHz
(Mbps)

2 MHz
(Mbps)

4 MHz
(Mbps)

8 MHz
(Mbps)

16 MHz
(Mbps)

MCS0 BPSK 1/2 0.3 0.65 1.35 2.925 5.85
MCS1 QPSK 1/2 0.6 1.30 2.70 5.850 11.70
MCS2 QPSK 3/4 0.9 1.95 4.05 8.775 17.55
MCS3 16QAM 1/2 1.2 2.60 5.40 11.700 23.40
MCS4 16QAM 3/4 1.8 3.90 8.10 17.550 35.10
MCS5 64QAM 2/3 2.4 5.20 10.80 23.400 46.80
MCS6 64QAM 3/4 2.7 5.85 12.15 26.325 52.65
MCS7 64QAM 5/6 3.0 6.50 13.50 29.250 58.50
MCS8 256QAM 3/4 3.6 7.80 16.20 35.100 70.20
MCS9 256QAM 5/6 4.0 - 18.00 39.000 78.00
MCS10 BPSK 1/2 0.15 - - - -

Table 4.1: MCSs supported in 802.11ah
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Figure 4.1: Country-wise license-exempt bands in sub-1GHz
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Figure 4.2: Different channels from usable Sub-1 GHz bands in USA

4.2.1 Channelization

The channelization in 802.11ah inherits the PHY layer of 802.11ac. Figure 4.1 shows

the available license-exempt channels in sub-1 GHz spectrum for different countries. For

example, current availability as: 902-928 MHz (US), 755-787, 614-787 MHz (China),

917-923.5 MHz (South Korea), 863-868.6 MHz (Europe), 865-867 MHz (India), 915.9-

929.7 MHz (Japan), 866-869 MHz, 920-925, 866-869 MHz (Singapore) [83]. The channel

bandwidth in 802.11ah includes 1, 2, 4, 8 and 16 MHz, whereas 1 and 2 MHz are widely

available in many countries and more suitable for low rate traffic scenarios. Possible
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channel bands for USA can be seen in Figure 4.2. Considering 1 MHz and 2 MHz of

bandwidth, there are 26 and 13 channels, respectively.

A MAC protocol proposed by Kumar et al. [84] uses a static channel allocation mech-

anism for the distributed relay nodes. A dynamic channel allocation and organization

approach is proposed in [85] to improve the performance of relay-based large networks.

Rao et al. [86] introduces a dual-hop relay to extend the connectivity till STAs, however,

the detail deployments in different geographic locations are not considered while placing

a relay node. A cooperative relay with a cross-layer design for minimizing the power

consumption of an 802.11ah network is proposed by Argyriou et al. [87]. None of these

schemes consider the heterogeneous traffic coexisting inelastic and elastic traffic in the

same 802.11ah network while efficiently utilizing the bandwidth.

Shafiq et al. [88] proposes a Cognitive Radio (CR) based MAC protocol which

regroups STAs based on the probabilistic analysis of collisions. Nabuuma et al. [89]

proposes a backoff scheme with AID for reducing collisions in sectorized network. A

Received Signal Strength (RSS) based solution to the hidden node problem is proposed

in [90]. The protocol senses the neighbors by measuring the RSS and ensures that

nodes in the same group are known, which is not always true in dynamic conditions.

Enhancing this, Laipeng et al. [91] additionally used several reference nodes according

to their location to reduce collision probability. However, collision chains remain in the

network due to a large number of sleeping nodes. Further, they assumed that the network

is saturated to uplink traffic only. Yu et al. [92] proposes a grouping mechanism based

on a list of exposed terminal nodes. The factors like wide coverage range, CSMA/CA

mechanism, large power-saving STAs, and uplink traffic, the 802.11ah-based network

is severely affected by the hidden terminal node. A comparison of different relay and

sectorization schemes are presented in Table 4.2.

A large amount of current research is focusing on RAW protocol design attempting

scalability, but in many cases, the possibility of high collisions at the time of slot assign-

ment with the dense network still exists. The centralized access with a single-channel

mechanism in 802.11ah affects the performance of such networks considering a huge
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number of devices trying to access a time slot simultaneously. Further, in a hierarchy

based multi-hop network, chances of delay and poor quality data reception are high.

However, in heterogeneous traffic and dynamic networking scenarios, a STA may leave

and join at any time, may transmit at any rate. So, the RAP or AP node without

dynamic load adjustments may perform beggarly.

Gateway

Street Lights

Relay

Area under video surveillance

STA

Internet

Database and server

Cell phone
Remote user

Relay

Area for car parking

AP

Relay

Figure 4.3: IEEE 802.11ah based IoT network spreading over large coverage area
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ProtocolYear Description Sectori-
zation

Relay
Support

Load
Adjustment

Multi-
channel

[84] 2015 Allows to use different channel at relay 7 3 7 3

[93] 2015 Discusses the feasibility of 6LoWPAN
and mesh support in 802.11ah

- 3 - -

[94] 2016 Detects a hidden nodes and regrouped
based on geographical location

3 7 7 7

[95] 2016 Detects a hidden nodes using collision
chain

3 7 7 7

[78] 2016 Uses start time of two STAs to detect
a hidden pair

3 3 7 7

[90] 2017 Avoids hidden nodes using RSSI 3 7 7 7

[91] 2017 Hidden pairs are detected based on sig-
nal strength

3 7 7 7

[92] 2017 Detect exposed terminal nodes for
neighbor transmission

3 3 7 3

[73] 2018 It proposes a grouping algorithm using
association process to prevent hidden
node collision

7 7 7 7

[96] 2018 Uses multiple sector antenna at AP 3 7 7 3

[86] 2018 Uses dual hop relay node to extend
connectivity

7 3 7 7

[97] 2019 It proposes an Interference-aware Dy-
namic Frequency Allocation (IDFA)
scheme to reduce hidden node problem

3 7 7 7

Table 4.2: Relay and sectorization schemes

4.3 The Proposed Protocol

The proposed protocol is an 802.11ah-based scheme designed for multi-hop networks.

The design is greatly influenced by the multiple available channels of 1 and 2 MHz

bandwidth in sub-1 GHz and flexible MCSs proposed for 802.11ah. Further, it maintains

a distributed RAW and TXOP mechanism to provide efficient access to a huge number

of IoT devices.

The proposed protocol aims to improve the performance of the multi-hop network

by distributing the available channel among the nodes spreading over sectors in a larger

coverage area. The protocol allows simultaneous channel access in different RAW groups

implemented by the sectors.

4.3.1 The Network Topology

The RAP can be connected with the AP using multi-hop distances. Figure 4.3 shows

a typical network architecture of IoT using 802.11ah where three IoT networks are

connected to the Internet.

IoT is a combination of sensor and backhaul networks. The overall network can be

represented as a set of N(A,R,E) = {B(A,R),T(R,E)}, where B and T are the back-
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haul and sensor network respectively, here A is the AP node, R is the set of RAP nodes

(R = R1,R2, ..., Rn) and E is the set of sensor/actuator nodes (E = E1,E2, ..., Em).

A takes the responsibility of initialization, synchronization, slot assignment and chan-

nel allocation of the whole network. The Rs are the owner of channels and hold the

responsibility of forwarding data from Es to A and vice versa.

4.3.1.1 Relay Organization

d

2D

AP

RAPRAP
1 2

Figure 4.4: Positioning of AP and RAP nodes in a network

The RAP nodes are as powerful as AP node. An RAP node carried out to carry

the operations like association, on, and synchronization. Therefore, an organization

and planning scheme is important to optimally use as less number of RAP as possible.

We can calculate the coverage range of AP or RAP nodes using signal strength of the

radio. The 802.11ah standard uses the macro model of propagation [33] for Tx/Rx.

Considering an antenna height of 15 meters above a rooftop, the propagation loss (in

dB) in this model is calculated as:

L(d) = 8+ 37.6log10(d) + 21log10

(
f

900MHz

)

Where d is the wireless distance between sender and receiver node and f is the carrier

frequency. The value of d can be calculated as [98]:

d = 10(Txpower−TRSSI)/20
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where TRSSI is the Received Signal Strength Indicator (RSSI). It depends on gains, loss,

sensitivity, fading effect, and carrier frequency band. Txpower is the transmission power of

an 802.11ah node. For better coverage range, a node at the edge of d coverage maintains

its mode of operation as RELAY mode. Enhancing [85], another relay node is selected

using angular separation, which can be calculated as:

∆θ =
3600 × 2D

2πd

where D is the RAP node coverage. As the coverage of RAP and AP are same, the

value of d and D are also same, hence ∆θ = 3600

π . So, the required number of RAPs in

1-hop distance can be calculated as:

N1hop
n =

⌈3600
∆θ

⌉
Similarly, angular separation for k-hop RAP node is given by ∆θ/k. We can calculate

the number of RAP nodes in ith hop as:

Nk
n =

⌈k× 3600

∆θ

⌉
This procedure gives the lowest number of RAPs to be deployed around the AP. Once,

the nodes are organized, the AP or RAP can start association with STAs.

4.3.2 Node Association

To solve the problem of a huge delay in association procedure, 802.11ah has proposed

Centralized Authentication Control (CAC) as well as Distributed Authentication Con-

trol (DAC) [99]. In CAC, a value called authentication control threshold is set by an

AP which is transmitted through the beacon frame. A STA can associate only if the

value of it is smaller than the threshold. The DAC scheme divides beacon into different

slots of equal duration. It uses two random variables uniformly distributed in beacon

and transmission interval, respectively. An authentication request containing the two

random variables is sent to the AP using truncated binary exponential backoff. The
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proposed solutions reduces overall association delay by reducing the number of STAs

for sending simultaneous requests.

For the association of a huge number of STAs, we use CAC. The fast association

mechanism is initiated by the AP by transmitting an authentication control threshold

(θ) value along with the beacon. A STA, S selects a random value (ϑ) within the window

range of [0, 1022] and then associates itself with A or R only if ϑ < θ. Total number of

association groups is n+1 (n number of distributed active Rs + A’s group (ga)). Then,

the total association time can be calculated as:

Tassoc = max (Tga ,Tgi), ∀i = 1, 2, ..., n

where Tg is the association time required for all the nodes in a group to get associated

with the nearest R.

AP

Relay

STA

Figure 4.5: Example scenario of node association

4.3.2.1 A Multi-band Sectorization Scheme

IEEE 802.11ah proposes a sectorization scheme to partition the coverage of a BSS into

different non-overlapping sectors. The AP uses beacon to inform the timing of which

sector should transmit for a particular time frame. The beacon carries sector option

element with group ID. Each STA is allocated a group ID to enable transmission in
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Algorithm 5 Multi-band sectorization scheme for AP
Initialize: {STA,RELAY,AP} ← modes of STAs
C← a set of available channels
S← a set of sectors to be used around the AP
SA ← a set of sector antennas for transmitting signal to set of regions
m← number of available channels
k ← total number of sectors

1: if (mode==AP) then
2: for i = 1 to k do
3: Create sector Si ▷ based on their geographic location
4: SAi

→ Si ▷ assignment of sector antennas
5: Transmit beacon → {RPS, group ID, allowed channel, allowed MCS)}
6: Associate STA and Relay
7: if (k ≤ m) then ▷ more number of channels than the sectors to cover areas all

around the AP
8: Allocate channel Ci → Si
9: Transmit data using allocated slot

10: else
11: if (m == Even) then ▷ even number of sectors to cover areas all around the

AP
12: Allocate Ci → Si, Ci+1 → Si+1

13: Transmit data using allocated slot
14: else if (m == Odd and m > 1) then ▷ odd number of sectors to cover areas

all around the AP
15: Allocate Ci → Si, Ci+1 → Si+1,Ci+2 → Si+2

16: Transmit data using allocated slot

different sectors around the AP using Time Division Multiplexing (TDM). With the

support of the proposed RAP solution and multiple available channels, we have incor-

porated two features to the existing group sectiorization scheme. The following are the

key enhancements:

• Support for multi-band sectorized transmission using Frequency Division Multi-

plexing (FDM)

• RAP node is configured with multiple channels and MCSs

The current sectorization schemes proposed for 802.11ah consider TDM-based ap-

proaches. These schemes solve hidden node problem up to a certain extent, however,

overall network capacity remains the same. The proposed solution allows the AP node

to use multiple channels and hence STAs from different sectors can transmit simultane-
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ously using different channels. The number of radios employed an AP depends on the

number of available channels. For N number of channels, the same number of radios

and sector antennas are required. Due to the limited number of available channels, we

restrict the value of N limited to 4. In this case, the angular beam of a sector antenna is

360/N degree. However, we consider four sectors by default to cover all around the AP

(can be seen in Figure 4.6). Algorithm 5 discusses the proposed sectorization scheme.

Lines #1-4 allocates the sector antennas to the radios that are mounted in an AP. Lines

#7-15 discusses the allocation of channels and transmission. STAs or RAPs check the

received signal strength (Pr) from the AP through a or a list of sectorized beacon and

join with a better sector. Considering the fast fading effect, the power received at the

receiver (Pr) is given by [89]:

Pr = Pt + Gt + Gr − (L(d) + Xσ (4.1)

where Pt is the received powers, Gt and Gr are the transmitter and receiver gains

respectively, and Xσ is the shadowing, which is a zero-mean log random variable with

a standard deviation, σ. The STAs or RAPs collect other information like group ID,

RPS, and channel information from the beacon.

4.3.3 Dynamic Bandwidth Adjustment

The proposed protocol enables the STAs to use different MCSs according to their data-

rate requirements. The RAP nodes check the current load of itself in a periodic manner.

The load is proportional to the amount of time wasted in collisions for a time duration

(t) [100], which can be calculated as:

Lt =
Tcol

Tcol + Tidl + Tbus
(4.2)

where Tcol,Tidl, and Tbus are the collision, idle, and busy times respectively.The value of

Lt lies between 0 and 1; lower bound 0 says that there is no collision and upper bound 1

means there are collisions in the complete t duration. Considering application’s traffic
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AP

Sector 2 Sector 1

Sector 3 Sector 4

Sector AntennaSTARelay

1 km

Figure 4.6: Sector configuration around the AP node

requirements, number of STAs, and network conditions, a Bγ is chosen. Bγ is the current

available bandwidth of an RAP, calculated for a duration γ The RAP chooses an MCS

with higher data-rate when Lt > Bγ and lower MCS for Lt < Bγ .

4.3.4 Channel Access Mechanism

In the proposed enhancement, we use the maximum three different levels of RAWs. The

AP and RAP nodes broadcast their RPS element with the beacon frame for the child

Rs and Es which are connected with AP directly. As shown in Figure 4.7, access frame

is divided into number of RAWs and TXOPs. To communicate with STA and RAP or

AP, RAW frame and TXOP frame is used respectively. There are two modes of TXOP:

• BlockACK: If the network is having only uplink traffic or downlink traffic.

RAW BD-TXOP

Communication Communication
with  STA with Relay or AP

B
ea

co
n

B
ea

co
n

Figure 4.7: Channel access frame for RAP or AP
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Algorithm 6 Dynamic bandwidth allocation at Relay Access Point
Initialize:
D← a set of available data rates ▷ this is based on available MCSs configurations
{STA,RELAY,AP} ← modes of STAs

1: if (mode==RELAY) then
2: if Multiple Beacons Received then
3: Join AP or RAP with highest Pr ▷ calculated using Eq. (4.1)
4: else
5: Join AP or RAP
6: Transmit beacon → {RPS, group ID, allowed channel, allowed MCS}
7: Associate STA and RAP
8: Monitor Load Lτ ▷ calculated using Eq. (4.2)
9: if γ < Lτ then

10: if D with higher data-rate then
11: Data rate can be changed as Di → Dj; j > i
12: Transmit data using allocated slot
13: else
14: if D with lesser data-rate then
15: Data rate can be changed as Dj → Di; j > i
16: Transmit data using allocated slot
17: else if (mode==STA) then
18: Read beacon → {RPS, group ID, allowed channel, allowed MCS}
19: if Multiple Beacons Received then
20: Join AP or RAP with highest Pr

21: else
22: Join AP or RAP
23: Transmit data using allocated slot

• BD-TXOP: Network with bi-directional traffic, the RAP switches its mode to

BD-TXOP

DTIM and TIM beacons carry the details scheduling information. If the AP is using

multiple channels, simultaneous transmission is possible in two or more sectors. Figure

4.8 shows an example of two sectors sharing the same access frame at the same time.

Sector 1 and 2 use two different channels, hence STA1 and STA2 can share the same

RAW1 frame of AP. Similarly, Relay 1 and 2 also use the same TXOP1. RAW2 and

RAW3 may use same time frame for transmission However, if channels are sufficiently

available, RAP further can be use different channel, but to communicate with AP, it

needs to switch to its parent AP or RAP’s channel (as discussed in Algorithm 6).

After selecting the RAW and TXOP, a STA, or an RAP, or an AP can initiate

channel access. If a STA needs to transmit, it sends a PS-Poll frame using DCF as
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Figure 4.8: Schematic representation of distributed RAW and TXOP

Algorithm 7 Tx/Rx of frames in AP, RAP and STA
Initialize:
TXOP← Transmission mode
BDT← Bi-Directional traffic flows

1: if DATA to Receive or Transmit then
2: if AP then
3: Communicate with RAP in TXOP and STA in RAW
4: Call proc. USE_TXOP ▷ a function to choose TXOP schedule
5: else if RELAY then
6: If required switch to MCS and channel of parent (AP, RELAY) and child

(STA) in IFS time
7: Communicate with RAP in TXOP and STA in RAW
8: Call proc. USE_TXOP
9: else if STA then

10: If required switch to MCS and channel of parent (AP, RELAY) in IFS time
11: Communicate with RELAY or AP in RAW
12: procedure USE_TXOP
13: if BDT then
14: Use BD-TXOP
15: else
16: Use Block-ACK

shown in Figure 4.9. Once successful, a MAC Protocol Data Unit (MPDU) can be

transmitted. If AP needs to send a frame, it informs though TIM beacon and then

waits for a PS-Poll frame for the STA. AP to RAP or RAP to RAP access mechanism
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is done using BD-TXOP for better efficiency. As shown in Figure 4.9, BD-TXOP, an

MPDU is sent without waiting for ACK. Rather, more data field of the header is used to

inform the destination about pending data. The more data field is set to 1 or 0 to notify

about more data or no more data pending respectively. The data Tx/Rx procedure of

the proposed scheme is discussed in Algorithm 7.

T
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MPDUs
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MPDUs
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Figure 4.9: RAW and TXOP based access in the proposed multi-hop network

4.4 Performance Evaluation

To validate and analyse the proposed scheme, initially, we present a theoretical analysis

to show the throughput enhancements. After that, an extensive analysis with the help

of simulation.
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4.4.1 Theoretical Analysis

Bianchi et al. [61] defines saturation throughput (Th), which is the average amount of

payload bits transmitted successfully in a slot over the average duration of a slot time.

The saturation throughput for DCF based channel access can be calculated using Eq.

2.5. The final equation to calculate the saturation throughput is as follows:

Th =
PtxPsucE[Payload]

(1− Ptx)tslot + PtxPsucTsuc + PcolTcol
(4.3)

Where probability Ptx = 1− (1− τ)n says that, for a given n number of STAs, at

least once transmission in a slot time. Psuc =
nτ(1−τ)n−1

Ptx
is the transmission occurring

on a slot is successful, st is the average duration of a slot, and Pcol(= (1− Psuc)Ptx) is

the collision probability. Tsuc and Tcol are the busy time for successful transmission and

collision respectively. For 802.11ah, Tsuc and Tcol can be calculated as below:

Tsuc = TFH + TPS−POLL + TDATA + TACK ++TSIFS + TDIFS + 3TP

Tcol = TFH + TDATA + TDIFS + TP + TTimeout

Where, TDATA,TSIFS,TP,TACK,Ttimeout and TDIFS are the Data, SIFS, Propagation, ACK,

ACK-Timeout, and DIFS duration respectively. The values of different parameters are

mentioned in Table 4.3. The duration of data and control frame used 802.11ah can be

calculated by the Eq. 4.4 and 4.5 respectively [45]:

TDATA = ⌈8× (L+mh)
R
Dr
× LDrs

⌉ × Tsym + TPHY (4.4)

TACK = ⌈8× (Lctrl)

LDrs ⌉ × Tsym + TPHY (4.5)

Where, mh,R,Dr, L
Drs ,Tsym, Lctrl, and TPHY are MAC header size, basic data rate, num-

ber of bits in one OFDM, symbol duration of OFDM, size of control frame, and PHY

header size respectively. Theoretically, the saturation throughput of the proposed pro-
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tocol is calculated by multiplying throughout with number of channels (λ):

Thprop = λ× Th

With the use of TXOP in the proposed protocol, the value of Tsuc can be updated as:

Ttxop
suc = TPS−POLL + δTDATA + TACK +

(δ + 1)(TSIFS + TDIFS + TP + TFH) (4.6)

Where, δ is the number of data frames that we can send in a TXOP. Then, the saturation

throughput will be:

Thtxop =
PtxPsuc(δ × E[Payload])

(1− Ptx)tslot + PtxPsucT
txop
suc + PcolTcol

(4.7)

As a part of the proposed scheme, we can further implement multiple channels in AP.

Then, the saturation throughput will be updated as:

Thλtxop = λ× Thtxop (4.8)

4.4.2 Simulation Analysis

The performance of proposed protocol is evaluated through extensive simulations us-

ing NS-3 [64]. Table 4.3 presents different parameters used in the simulation. Results

are compared with Traditional access mechanism of 802.11ah. Further, a sectorization

scheme (SectorGroup) proposed by Bhandari et al. [96] is compared with the proposed

scheme. In SectorGroup, AP broadcasts beacons to the specific locations by utiliz-

ing the sectorized beams created with multiple antennas in it. We have analyzed the

performance of the proposed protocol as follows:

• Association time in proposed Vs. traditional Scheme

• Throughput performance of the proposed multi-channel and sectorization scheme

• Delay performance of the proposed multi-channel and sectorization scheme
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• Analysis of PRR (%) in the proposed load balancing scheme

• Comparison of the proposed channel access mechanism

Table 4.3: System and other parameters used in simulation analysis

Parameter Value
Basic data rate 650, 300 Kbps
Payload size 256 Bytes
Radio propagation model Outdoor (macro [17])
OFDM symbol time (Tsym) 40 µs
MAC header Legacy
PHY header 6 x Tsym

Slot time 52 µs
SIFS 16 µs
DIFS SIFS + 2 x Slot time
Modulation and Coding MCS0, MCS1
[CWmin,CWmax] [15, 1023]
Backoff time (Wmin/2)× Slot time
Initial backoff window 64
Types of traffic UDP
Traffic Interval 100 ms
Simulation area 2000 m × 2000 m Flat-grid
Bandwidth 1, 2 MHz
TXOP BlockACK (Uplink), Bi-Directional
No. of nodes (Max.) 3000
RAW size 15
Group size 8
Beacon interval 100 ms

4.4.2.1 Association Time

The RAPs create different BSSs in the network. Randomly scattered nodes get associ-

ated with the AP or RAP in a distributed manner. It is obvious that the association

time of the proposed scheme is equal to the time required to associate all STAs from

the largest BSS. As shown in Figure 4.10, total association time for 2000 devices in the

proposed protocol is about 37 Seconds, whereas, in traditional 802.11ah, it is 42 Sec-

onds. The RAP nodes are further supported with multiple MCSs, where it can choose

an MCS with a higher or lower data-rate according to the current requirements of a

BSS.
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Figure 4.10: Average association time in proposed Vs. traditional Scheme

4.4.2.2 Throughput in Proposed Vs. Existing Schemes

Figure 4.11a shows the performance of the proposed scheme as compared to the tra-

ditional scheme with an increasing number of STAs. Along with existing grouping,

multi-channel operation and sectorized beacon enhance the throughput performance up

to a great extent. As shown in Figure 4.11a, throughput in the proposed scheme is

significantly improved considering 2, 3, and 4 sectors for the same number of channels.

Generally, multiple channel operation supported in the scheme can multiply the exiting

capacity, but due to the limited memory and processing capabilities of AP and RAP, the

achieved throughput in the simulation seems lesser. In the case of SectorGroup scheme

with 2 sectors, the throughput performance has improved as compared to the traditional

scheme. However, due to the lack of FDM support at AP and multi-channel operation, it

shows lesser throughput results than the proposed scheme. We have compared the pro-

posed scheme with the traditional scheme considering 2 sectors over a varying number of

RAW groups and a larger coverage area. The grouping mechanism in 802.11ah reduces

collisions due to contention. For a large number of STAs, throughput performance will

be better when group size is higher. However, without a proper RAP organization over

a larger coverage area, the hidden terminal problem is a major concern. So, along with

the RAW grouping for the STAs, our protocol uses location-aware sectorized beacon

from AP. Figure 4.11b shows the throughput achieved at AP node with an increasing

number of groups. The proposed scheme achieved superior performance as compared to

the traditional one.
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Figure 4.11: Throughput characteristics in proposed Vs. existing schemes

To see the throughput performance over normal load conditions, we compare the

proposed scheme considering lesser number of STAs in the network. We generate traffic

with an interval of 0.5 Sec. As shown in Fig. 4.12, once the saturation point has

achieved, the performance of the proposed protocols start deteriorating. The saturation

point for the proposed scheme is higher than the existing schemes.
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Figure 4.12: Throughput characteristics at normal load condition

4.4.2.3 Delay in Proposed Vs. Existing Schemes

As shown in Figure 4.13, the proposed scheme significantly improved the delay char-

acteristics considering 2 to 4 sectors for the same number of channels. As discussed,

the multiple channel operations supported in the scheme allows efficient transmission

among different STAs in the network. The delay is reduced by the proposed protocol

as shown in Figure 4.13. The proposed protocol allows simultaneous transmission in
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different sectors by using different channels. The RAPs added in a particular sector

also transmit simultaneously as per the allocated channel. Further, when the number

of STAs is divided based on the channels, the size of contention is also reduced, hence

access delay is less.
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Figure 4.13: Average packet delay

4.4.2.4 Dynamic Load Balancing

We measure the Packet Received Ratio (PRR%) for the traditional scheme with 300Kbps

(MCS0, 1MHz) and proposed scheme with 300Kbps (MCS0, 1MHz) and 650Kbps (MCS0,

2MHz). We have introduced varying uplink traffic loads (100-1000Kbps) from different

BSS towards AP. The saturation capacity for the traditional scheme is almost 150Kbps,

whereas the proposed scheme can carry almost up to 325Kbps. Due to the support of

multiple MCSs, at saturation capacity, the RAP in the proposed scheme switches its

MCS to another MCSs having a higher data-rate. Therefore, as shown in Figure 4.14,

the proposed scheme performs almost 25% better than the traditional one.

4.4.2.5 Channel Access Mechanism

Finally, we have measured the efficiency of the BD-TXOP scheme used in the proposed

protocol as compared to the BlockACK mechanism. In BlockACK, once a list of buffered

frames has been sent, the sender node sends a request frame (BlockAckReq) containing

the sequence numbers frames. In response to BlockAckReq, a BlockAck frame is fur-

ther sent by the receiver node. For long-distance and multi-hop networks, high control

87



Chapter 4. Dynamic Load Balancing Scheme for Relay-based Networks

100 200 500 800 1000
0

20

40

60

80

100

Traffic Loads [Kbps]
P

R
R

[%
]

DL-MAC-MCS0 (1 MHz, 2MHz)
Traditional-MCS0 (1MHz)

Figure 4.14: Average Packet Received Ratio (PRR)

overhead is another challenge. The BD-TXOP of 802.11ah has solved the issues by not

sending an ACK for all received packets, rather the data packet itself is used. As shown

in Figure 4.15, a significant improvement can be seen in the BD-TXOP-based solution

considering bi-directional traffic. We analyze the saturation throughput of the proposed
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Figure 4.15: Throughput performance with increasing number of STAs

protocol using the Markov Chain model. With the help of equations 4.8, 4.4, and 4.5,

throughput is calculated with increasing number of STAs. Figure 4.15 shows the trends

of analytically calculated results. Results are shown for analytical (A) and simulation

(S) configured with 2 channels. The theoretical results show almost similar throughput

as compared to the simulation performance considering the same configuration.
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4.5 Conclusion

This work presented a distributed, multi-channel, and load-aware MAC protocol for

multi-hop networks. It showed significant performance improvement over the 802.11ah

MAC protocol. The proposed protocol achieves a higher success rate, larger coverage

range, and lesser delay than 802.11ah. The sectorization scheme increases the network

capacity and achieves superior performance over a large-scale distributed network. It

can dynamically adjust bandwidth with the use of MCS with a higher data-rate. From

the performance results, it is evident that the proposed scheme is a suitable solution for

large-scale IoT networks. Following are the key achievements of the proposed work:

• The proposed distributed association mechanism powered relay placement scheme

achieved lesser association time (i.e., 11%) than the traditional fast association

scheme.

• The proposed sectorized network with multiple antennas and four channels im-

proves throughput performance up to almost three times as compared to the tra-

ditional and two and half times than the existing scheme (i.e., SectorGroup).

• Delay performance also improved up to three and two times as compared to the

traditional 802.11ah and SectorGroup scheme respectively.

• Traffic congestion issues at AP node have been resolved up to a great extent by

allowing simultaneous transmission using multiple channels and sectors.

• Dynamic load balancing and TXOP operation at RAP node increase the efficiency

of the proposed large scale IoT network.

• From the analysis, we found that a network with a higher number of STAs requires

higher grouping for better performance.

In IoT, most of the implementations deploy a huge number of periodic STAs for

monitoring purposes. A channel access mechanism can be redesign to achieve better

efficiency in terms of throughput and power consumption. In the next chapter, we
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discuss a new channel access mechanism considering a large-scale periodic STAs in the

existing RAW scheme.
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Chapter 5

Periodic Traffic Scheduling Scheme for

IoT

In this chapter, we propose a MAC protocol – PS-MAC, for periodic traffic in IoT. The

proposed protocol is seamlessly assimilated with the existing RAW mechanism of an

802.11ah-based large-scale network. Considering the periodicity of traffic, the proposed

scheme schedules RAW slots for better performance in terms of throughput, delay, and

energy consumption.

5.1 Introduction

In IoT, traffic direction maybe uplink (from sensors) or downlink (from actuators) ac-

cording to the requirements of the applications. Most of the deployment of devices is

to monitor the current situation. The applications including smart-healthcare, smart-

agriculture, smart-home, smart-grid, etc., require a large-scale nodes to be deployed for

the purpose of monitoring ([101], [102], and [103]). Due to the resource-constraint na-

ture, the devices are programmed to transmit a packet periodically in most of the cases.

This periodicity varies from application to application. For example, in smart-precision

agriculture, the devices may send a packet in a day or a device in the intrusion detection

system may send a packet in a second. The channel access mechanism of 802.11ah can

solve such diverse requirements of an application.
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Figure 5.1: An example showing unnecessary wakes-up and contention for nodes with
periodic traffic

The RAW mechanism of IEEE 802.11ah divides the time frame and allows a par-

ticular group of STAs for transmission. Several issues evolve while dealing with such a

massive number of STAs with heterogeneous traffic flow characteristics. The grouping

of STAs is dependent on the AID value. The STAs from a particular group can trans-

mit only in the allocated RAW. For uplink transmission, a STA needs to contend for

channel to transmit a packet resulting in a huge access delay in the default 802.11ah.

The average access delay increases drastically with the increasing number of STAs in a

group.

To get a slot for transmission, a STA needs to continuously monitor the DTIM

beacon from AP in-spite of its service interval. This consumes a huge amount of energy

considering large-scale resource constraint STAs. Similarly, in RAW, a STA needs to

content every time for its transmission causing a huge access delay. As shown in Figure

5.1, due to the longer periodicity of traffic, a STA needs to go through extra wake-up

time and contention. The current research works primarily focus on estimating the

RAW size based on the number of STAs or traffic loads for a particular group. However,

these solutions do not consider the contentions and collisions in a RAW group.

This work proposes a MAC protocol – PS-MAC, for better scheduling of periodic

traffic in IoT. A service interval prediction scheme is proposed to properly schedule the

next-frame coming from the same STA. Based on the achieved service interval, a STA is

scheduled in its RAW for transmission without contention. The proposed hybrid channel

access mechanism allows the AP node to appropriately predict the network load and
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reduces the contention time when large-scale nodes simultaneously try for transmission.

While provisioning efficient channel access in such scenarios, we propose the following

contributions:

• A hybrid MAC protocol to appropriately predict the number of STAs and allocate

slots for transmission accordingly.

• An efficient scheduling scheme for periodic traffic to reduce contention and unnec-

essary wake-ups.

• A service interval prediction algorithm is developed to allocate the next slot more

accurately.

The rest of the chapter is organized as follows. Background and related works are

presented in Section 5.2. Section 5.3 gives the detail of the proposed traffic scheduling

and energy saving scheme. Simulation and performance evaluation of the protocol is

presented in Section 5.4. Finally, Section 5.5 concludes this work.

5.2 Background and Related Works

This section discusses the different IoT applications and their service interval charac-

teristics. We also compared some of the most relevant works proposed for increasing

efficiency in large-scale IEEE 802.11ah network.

5.2.1 A Study on Monitoring Applications in IoT

Along with the number of devices, network traffic is also increasing exponentially in IoT.

For such low-power, battery-operated devices that send and receive messages over con-

strained networks, we must understand the traffic pattern for better efficiency. Mocnej

et al. [104] discusses different network requirements of IoT applications including regular

(mostly periodic) and irregular (other types like- event-driven and query-driven) types

of traffic. Similarly, other works like [105], and [106] analyses the traffic characteristics

of IoT traffic. From their analyses, it is clear that for wide-spread deployments with

a large number of devices, the most common purpose is for monitoring some regions.
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In this procedure, traffic is mostly periodic. Table 5.1 shows a list of IoT applications

along with, their periodicity, and network requirements.

Applications Periodicity Energy constraints Criticality
Air pollution monitor-
ing

15 min. Very high Very high

Agriculture monitoring 30 min. Very high Moderate
Wildlife tracking 30 min. Very high Very high
Personal health moni-
toring

≤ 10 sec. Moderate Very high

Personal assistance ≤ 10 sec. Moderate Very high
Building condition
monitoring

2 hr. Moderate Moderate

Table 5.1: Different monitoring applications and their network requirements

5.2.2 Related Works

Madueno et al. [53] considers the periodicity of traffic for scheduling over RAW; how-

ever, it assumes only known traffic parameters. Seferagic et al. [70] evaluated the RAW

frame cycle for critical and periodic traffic. Considering the inter-packet delay of traffic,

it proposes a scheduling scheme with the help of a beacon interval to improve network

performance. In PS-OLi [107], the AP node sets a calculated offset to STAs for control-

ling their initial wake-up time. This allows the STAs to avoid wake-up time alignment

and as a result, the network collision probability is reduced. However, this mechanism

considers the only collision reduction scheme to improve energy efficiency for such a

network. Moreover, this work shows suitability for periodic traffic, but in many cases,

traffic is unscheduled. Ogawa et al. [36] enhances the power saving in 802.11ah when

the network is congested. The STAs are classified into contending and non-contending

to reduce contention. Based on the number of idle states a STA can go to sleep mode.

Zhao et al. [68] proposes a method to save energy for uplink transmitting nodes. It

allows a STA to sleep mode for a random amount of time when the channel is busy.

Che et al. [108] proposes a new mechanism using Cell Polling Frame (CPF) which

schedules the STAs within one community or one cell. This mechanism improves the

Power Save Multi-Poll (PSMP) power-saving scheme by reducing the overall overhead
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in the network while reducing power consumption. The STA information field size de-

creased with the use of existing hierarchical AID mechanisms. However, power saving

for unscheduled and non-TIM STAs is still challenging. A hybrid MAC protocol pro-

posed by Beltramelli et al. [109] considers both RAW and TWT based power saving in

the contention phase. Detail scenarios of the strategies are informed using short control

frames and slots are only assigned to the STAs having data to send or receive. Bel et

al. [110] develops an analytic model to predict energy consumption and lifetime for an

802.11ah STA. The computation considers beacon, the density of STAs, transmission

period, TIM and segmentation STAs. While resolving the unnecessary wakeup problem

in TIM and DTIM grouping, Kim et al. [111] propose a temporary membership and

traffic scheduling scheme. Wang et al. [57] optimizes the size of RAW based on energy

consumption. Considering the overall energy consumption and data-rate, optimal RAW

size is measured analytically. Some of the related MAC protocols are compared in Table

5.2.
ProtocolYear Description Periodic

Traffic
Unnecessary
Contention

Unnecessary
Wake-ups

Energy
Saving

[107] 2013 Adding offset in STA’s sleep time,
wake-up time of STAs are nonaligned
to reduces collisions

3 7 7 3

[68] 2015 The author proposed new energy sav-
ing scheme called Further Energy-
saving Mode (FESM) for uplink traffic

7 7 7 3

[53] 2016 Size of the RAW is adjusted based on
periodic reporting of alarms based on
known parameters

3 7 7 7

[109] 2017 Considers both RAW and TWT based
power saving in their scheme at the
same time to reduce uplink traffic con-
gestion

7 3 7 3

[111] 2017 Saves unnecessary power consump-
tion by increasing sleeping duration of
STAs

7 3 7 3

[112] 2017 It proposes a mathematical method
to accurately calculate throughput and
energy consumption in a heteroge-
neous network

7 7 7 7

[113] 2018 Discusses the TWT based low-
consumption mode with low traffic
requirements

7 7 7 3

[114] 2019 A surrogate model is developed con-
sidering energy and throughput to op-
timize RAW

7 7 3 3

[19] 2018 An immediate reply scheme is pro-
posed for downlink traffic, which re-
duces the extra RTT delay

7 3 7 7

[70] 2019 Analyzes latency requirements over
RAW frame cycle

3 3 7 7

Table 5.2: A survey on periodic traffic scheduling schemes
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For a large-scale network like IoT, channel access due to high contention is still

a big challenge. Although IEEE 802.11ah-based RAW scheme reduces the collision

domain by allowing group-based access for periodic STAs, it may not be required to

contend every-time for its transmission. Similarly, these type stations need to wake-up

for every DTIM causing huge energy consumption for stations with higher periodicity.

The current solutions do not consider the contentions, collisions, and unnecessary wake-

ups in a RAW group.

5.3 The Proposed Protocol

The proposed protocol is an 802.11ah-based MAC protocol for supporting large-scale

monitoring STAs. The RAW-based channel access mechanism works in a hybrid manner

by adopting contention and reservation-based policies. As shown in Figure 5.2, the

RAW is a combination of uplink Periodic RAW (PRAW) and Normal RAW. The Uplink

PRAW is further divided into contention and reservation phases. The STAs transmitting

for the first time need to send a Power Save Poll (PS-Poll) frame using Distributed

Coordination Function (DCF) in the contention phase (also called as PS-Poll phase). If

the contention and periodicity test (as discussed in Sec. 5.3.1) of a STA is successful, a

slot ∈ [Slot1, Slot2, ..., SlotN] is assigned from the reservation period for the earliest Tx.

Otherwise, the STA is allocated a slot in the Normal RAW, where, channel access is

done in a traditional way. Initially, normal RAW takes almost the complete frame by

only excluding the PS-Poll Phase. Later, for identified periodic STAs, the PRAW phase

starts taking the share. For better performance, in the later phase, normal RAW size

determined by counting the number of STAs which failed the test at any given time. The

beacon message is broadcasted after the contention period to inform the STAs about

their Tx schedule in the reserved period. The proposed protocol dynamically adjusts the

RAW size based on the active number of STAs. Initially, the size of the PS-Poll phase

is kept as large as possible so that all the STAs get a chance to contend. Further, the

proposed protocol reduces unnecessary wake-ups by allowing a STA to sleep according

to its periodicity. This feature is implemented by using intervals of TIMs and DTIMs
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as discussed in Sec. 5.3.1.

5.3.1 Prediction of Frame Interval

AP node reduces the contention by predicting the next packet generated from a periodic

STA more accurately. Service intervals of periodic STAs are predicted by monitoring

their transmission timing behaviors. For a RAW group, a separate Circular Queue (CQ)

is maintained to keep track of the recent traffic intervals of different STAs. The packets

originated from the same STA are numbered in a sequence with increasing values. The

AP calculates packet interval (I) value for each of the STAs from the times of recently

received two consecutive frames. If TP1 ,TP2 , ....,TPk−1
,TPk

are the times at which packets

are received consecutively from a STA, I-value can be calculated as:

I =
(TP2 − TP1) + ...+ (TPk

− TPk−1
)

k

For higher variation in the interval (σ ≤ σmax, where σmax is the maximum value of

allowed variance), we may need to set a higher value of k for better accuracy. If the

variation in traffic interval is higher we may need to set a higher value of it for better

accuracy, otherwise smaller k is chosen. Once the I-value is available, AP generates an

ACK(I) (with Interval value). The AP informs about skipping the number of Delivery

TIM (DTIM) beacons for the STAs having longer periodicity. Algo. 8 is used by an AP

to find the next DTIM as mentioned in lines #6-11.

Slot

RAW

Up-link PRAW Normal RAW

Beacon (TIM)

PS-Poll
Phase Slot Slot Slot1 2 3 N

Contention Reservation

Figure 5.2: The RAW structure used in the proposed scheme
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5.3.2 Scheduling of Periodic Traffic

AP schedules the respective RAW and slot index through the beacon. If an appropriate

RAW is identified, a procedure namely ALLOCATION (lines #12-18) is called in Algo-

rithm 8. This procedure allocates a slot in the RAW and keeps a record of available slots.

For any collision/failure of Tx, a counter value is incremented which is used later for

scheduling with fairness. When more number of STAs arrive than the available number

of slots in a DTIM period, AP schedules a STA with higher counter value.

After checking the ACK, if a STA finds a positive I-value, it can extract wake-up time

for the next DTIM. Following DTIM and TIM, it can transmit a packet in the allocated

time frame and stop its contention procedure like before. As shown in Figure 5.3, after

its last contention, a STA does not need to wake-up for all DTIMs and contend again.

Meanwhile, the AP also keeps track of σ1, σ2, σ3, ..., σk values for a STA. If σi ≤ σmax

fails for more than ⌈k/2⌉ times, then the ACK is modified as ACK(0) considering the

associated STA is not periodic. If the STA needs to transmit again, it requires to

start contention procedure in the Normal RAW in the traditional manner. We call this

approach a periodicity test. A STA which has successfully completed the periodicity

test is scheduled in the PRAW phase for future Tx. Thus, periodic STAs are categorised

into– new, under-identification and identified based on their phases.

The proposed protocol is illustrated in Figure 5.4. Group 1 contains STAs that

want to transmit for the first time (white), under-identification (cross), and already

successfully contented and identified (grey). We consider the CQ size as 10 in this

example. The new STAs need to continue the same in the next FRAME as it has not

DTIM DTIMDTIMDTIM DTIM

STA
Wake-up

ACK (next DTIM time)

PS-Poll

Data Data

ACK (next DTIM time)

Interval (I)
Window

TIMs

Figure 5.3: An illustration of DTIM-aware scheduling in the proposed scheme

98



Chapter 5. Periodic Traffic Scheduling Scheme for IoT

finished the 10th contention yet. As a cross marked STA finishes its contention period,

it is scheduled in the next FRAME without further wait. The grey STAs can directly

transmit in their dedicated slots. Note that the size of the PS-Poll phase is reduced in

the next frame as there are fewer new STAs available. In Group X, as all the STAs are

grey, they can transmit during their allocated slots. Here, although a STA fails in the

first FRAME, it wins a slot in the next FRAME as the failure count (C) is higher in

this case, i.e., x > y.

The AP node can decide the dedicated slot time for Tx by finding TDATA based on

the Modulation and Coding Scheme (MCS) and payload size (L). The duration of the

data frame for MCSs used in 802.11ah can be calculated as [45] as mentioned in Eq.

(3.5).

5.3.2.1 Frame Size Calculation

In the traditional scheme, the RAW slot duration (Tx) is calculated from slot duration

count (Sc) specified in RPS as:

Tx = 500µs+ Sc × 120µs

where Sc is dependent on the value of i (Sc = 2i − 1), which is the number of bits in the

sub-field. The slot duration count sub-field is specified in RPS for setting the size of a

slot.The sub-field value with 8-11bits are used to vary the slot size if required. i=8 and

11 give the maximum of slot size. In this way, RAW time will be TRAW = Tx × SRAW,

where SRAW is the RAW size. The complete time frame (TFRAME) for a network with all

associated STAs can be calculated as:

TFRAME = NRAW × TRAW
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where NRAW is the total number of RAW groups in the network. In dedicated slot based

Tx, total time required for transmitting a data frame is:

TTDATA = TFH + TDATA + TACK + 2TP

where TFH(= TPHY + TMAC) is the frame header duration.

Algorithm 8 Finding DTIM, RAW group and transmission slot
Initialize:
Tj
PERIOD ← I-value of STA j,

TDTIM ← DTIM period,
NSCON ← Number of contended STAs,
NSPRAW ← Number of slots in PRAW,
C← Number of Tx failure

1: if (TDTIM > Tj
PERIOD) then

2: Call proc. FIND_RAW
3: else
4: STAj avoids next

⌊
Tj
PERIOD/TDTIM

⌋
DTIMs

5: Call proc. FIND_RAW
6: procedure Find_RAW ▷ Finding RAW
7: if ((TRAW − TTDATA) > Tj

PERIOD then
8: Call proc. ALLOCATION
9: else

10: Find the immediate RAWi after Tj
PERIOD over TFRAME

11: Call proc. ALLOCATION
12: procedure Allocation ▷ Slot allocation and fairness
13: if NSPRAW ≥ NSCON then
14: Allocate TTDATA after Tj

PERIODin RAWi

15: NSPRAW = NSPRAW − 1
16: else
17: Schedule STA with highest NFAIL among multiple requested STAs for same

slot
18: C = C+ 1

5.3.2.2 Sizes of PS-Poll and PRAW phases

The contention time frame is calculated to estimate the size of PS-Poll phase and allow

all the requested STA for Tx. Let TCON be the contention time for requesting the AP

node for Tx, then:

TCON = TPS−POLL + TACK + 2TP + TBO
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Figure 5.4: An illustration of the proposed RAW-based hybrid access mechanism

where TPS−POLL,TACK,TBO, and TP are the time required to send a PS-Poll, an ACK,

for Backoff, and Propagation respectively. If there are NRAW number of STAs in a group,

the maximum time required for the first phase is calculated as:

TPS−PollPhase = NRAW × TCON

The size of TPS−PollPhase is reduced based on the number of STAs which have not joined

in the PS-Poll Phase yet, which is calculated as:

NNCON = NRAW − NCON

After the contention procedure, the size of reservation phase depends on the periodicity

based scheduling as discussed in Algorithm 8.

5.4 Performance Evaluation

We analyze the proposed protocol using simulation, which is further followed by a the-

oretical analysis.
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5.4.1 Mathematical Analysis

In DCF scheme, a STA can transmit when the backoff counter is zero and the event has

occurred in the current state decides the probability of going to the next state. This

mechanism is modeled using a two-dimensional discrete Markov Chain Model [61]. Let

p be the probability of a collision encountered by a frame being transmitted on the

channel, then the probability (τ) that a STA transmits in a slot can be calculated as:

τ =
2

1+W + pW0
∑m−1

i=0 (2p)i

τ = 1− (1− p)1/(n−1)

where W0 and m = log W
W0

are the minimum backoff window and maximum backoff stages

respectively. The probability of at least one Tx within RAW having n STAs is given by:

Ptx = 1− (1− τ)n

Now, let Psuc be probability of successful Tx in a slot, which can be calculated as:

Psuc =
nτ(1− τ)n−1

Ptx
=

nτ(1− τ)n−1

1− (1− τ)n

The saturation throughput (Th) using the traditional protocol can be calculated as:

Th =
E[Payload size transmitted in a slot]

E[Length of slot time]

Th(Traditional) =
PtxPsucE[Payload]

(1− Ptx)tslot + PtxPsucTsuc + PcolTcol
(5.1)

where tslot is the average duration of a slot, and Pcol(= (1− Psuc)Ptx) is the collision

probability. Tsuc and Tcol are the busy times for successful Tx and when a collision

occurs respectively. For 802.11ah, these values can be calculated as below:

Tsuc = TFH + TPS−POLL + TDATA + TACK ++TSIFS + TDIFS + 3TP

Tcol = TFH + TDATA + TDIFS + TP + TTimeout

where TDATA,TSIFS,TP,TACK,Ttimeout and TDIFS are the Data, SIFS, Propagation, ACK,

ACK-Timeout, and DIFS duration respectively. For long durable periodic STA, we can
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neglect the initial contention time. Then, saturation throughput in the proposed scheme

can be calculated as:

Th(Proposed) =
E[Payload]

TTDATA
(5.2)

For successfully transmitting a frame in the traditional scheme, Tsuc additionally in-

cludes TPS−POLL,TDIFS, and TSIFS. Furthermore, the performance is measured under

uncertainty. From Eq. 5.1, and 5.2, it is clear that the throughput of the proposed

scheme will be higher. Again, an 802.11ah transceiver may be in receiving, transmit-

ting, idle, and sleeping mode for the duration, Trx,Ttx,Tid, and Tsl within a DTIM

respectively. Total energy consumption by a STA within a DTIM can be calculated

by multiplying these operations duration with their respective power consumptions as

[115]:

E = TrxPrx + TtxPtx + TidPid + TslPsl

where Ptx,Prx,Pid, and Psl are the power consumption required in Tx, Rx, Idle, and sleep

mode, respectively.

5.4.2 Experimental Analysis

We compare the performance of the proposed protocol with the traditional 802.11ah

protocol. Table 5.3 gives the required parameters used in the analysis. We generate

traffic at different intervals– {1,0.5, 2, and 5} Sec., are maintained equally for the same

number of STAs in the network. For example, in a group with 1000 STAs, 25 number

of them will follow the same traffic pattern.

The proposed protocol is tested with the following experiments:

• Average throughput achieved with an increasing number of STAs.

• Average per frame energy consumption with an increasing number of STAs.

• Average per frame delay with an increasing number of STAs.

• Throughput achieved over simulation time.

• Effect of frame delay with varying number of groups.
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Table 5.3: Parameters used in simulation and analysis

Parameters Value
Bandwidth 2MHz (MCS0)
Data rate 650Kbps
Payload size (L) /Traffic type 256Bytes/UDP
Avg. Traffic rate ≈2Kbps
Traffic type UDP
CWmin/ CWmax 15/ 1023
Backoff slot time 52 µs
SIFS time 160 µs
DIFS time SIFS+2*slot time µs
Distribution / Path loss model Random /Macro
TPHY 6 * symbol duration (µs)
MAC (mh) header 14Bytes
Queue 100
CQ size 10
Group size 2-10
RAW size 15
No. of STAs (Max.) 3000
Ptx/Prx/Pid/Psl 255 /135/135 /1.5mW [45]
Simulator NS-3 [64]
Simulation area 1000×1000 m2

Simulation Time 5 min

5.4.2.1 Throughput Performance

In the theoretical analysis, contention happens among the STAs within a RAW. Once

contention is over, the AP node predicts the service interval from incoming frames.

The proposed protocol reduces access delay of STAs by allowing contention up to k

times. The throughput achieved in Analytic (A) and Simulation (S) considering 10

groups are shown in Figure 5.5a. The proposed protocol achieves higher throughput

than the traditional scheme by an average improvement of 10.24%. It becomes 25%

when the number of STAs reaches to 1000 and goes beyond. In the conventional DCF-

based access scheme, the Tx of every packet requires a huge access delay due to high

contention. Although contention is not an issue for a lesser number of STAs, when the

number increases, the problem starts cropping up. In the simulation study, initially, we

observe the throughput with more number of nodes.

For half-duplex link, maximum achievable throughput in 802.11ah (in the considered

scenarios) is approximately 300Kbps. By sending traffic with 2 Kbps rate, a maximum
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Figure 5.5: Throughput achieved with increasing number of STAs

of 150 STAs can be supported if they transmit almost at the same time. However, if the

number of STAs are increased even beyond, throughput is observed to be diminishing

due to collisions. Further, an extensive simulation analysis with more number of devices

(i.e., 3000) with 8 and 10 groups are shown in Figure 5.5b. Figure 5.5b shows the

throughput performance with an increasing number of STAs. In the traditional scheme,

due to high contention, throughput decreases linearly. Among them, a higher number

of groups (i.e., 10) shows better average throughput than the lesser number of groups

(i.e., 8). The proposed protocol improves throughput performance up to a good extent.

As periodic STAs are scheduled beforehand for dedicated slot-based Tx, the group size

hardly affects the performance.

5.4.2.2 Energy and Delay Analysis

We measure the average per-packet energy consumption and delay with the increasing

number of STAs (can be seen in Figure 5.6a and 5.6b respectively). The energy required

to transmit a frame is calculated by multiplying the power required in different states

(can be seen in Table 5.3) with their respective timing parameters. The primary energy

consumption and delay in a large network are due to unnecessary wake-ups, and channel

access respectively. The proposed protocol reduces unnecessary wake-ups (due to short

TIMs) by allowing the STAs to sleep approximately according to its periodic duration.

The traditional DCF incurs a significant delay as simultaneous contention causes failures
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Figure 5.6: Average energy consumption and delay incurred

and re-transmissions. This value further increases drastically with an increasing num-

ber of STAs. As the proposed protocol reduces delay by removing per-frame contention

over time, the average delay is improved. For delay and energy consumption, the pro-

posed protocol improves performance up to 55.5% and 48.4% respectively oversaturated

conditions.

5.4.2.3 Throughput Vs. Simulation Time

Along with the contention, association time also impacts on the performance of the

proposed protocol. We observe the throughput behavior with increasing simulation

time keeping the number of STAs as constant (i.e., 1000) which is shown in Figure 5.7.

As both protocols need to go through an association and contention mechanisms, the

throughput performance seems to be not up to the mark. After this phase, the proposed

protocol provides stable performances. Otherwise, after the association, contention con-

tinues over simulation resulting in poorer performance in the traditional scheme.

5.4.2.4 Throughput with Periodic Vs. Non-Periodic Traffic

The proposed PS-MAC protocol takes additional time in the periodicity test before

scheduling a STA in the RAW frame However, if the traffic is non-periodic, the period-

icity test will fail. In this analysis, we generate traffic with random intervals throughout

the simulation time. A shown in Figure 5.8, throughput performances are measured
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Figure 5.7: Average throughput achieved over simulation time

considering periodic and non-periodic traffic in the proposed protocol. Note that the

traditional scheme is not aware of the periodicity of traffic. The proposed protocol with

periodic traffic shows the highest throughput performance. Due to the hybrid chan-

nel access, throughput results with non-periodic traffic in the proposed protocol shows

almost similar results with the traditional scheme.
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Figure 5.8: Throughput achieved using periodic and non-periodic traffic

5.4.2.5 Delay Vs. Group Sizes

To see the effects with increasing number groups, we monitor average per-packet latency

as shown in Figure 5.9. The delay is significantly reduced in the proposed scheme. As

the scheduling is done based on the DTIM interval, the waiting time is lessened for

a smaller interval, consequently minimizing the delay. The proposed protocol reduces

latency close to 52.3% (on average) considering 1000 STAs.
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The existing hybrid mechanisms are based on traditional DCF based channel access

without grouping. However, to create a scenario for a similar environment with large-

scale periodic STAs, an 802.11ah based network having a single group in the proposed

protocol is considered. In addition to the existing analysis on group sizes as shown in

Figure 5.9, we have shown extensive results considering a single group. The performance

results for one group are further compared with the traditional non-hybrid scheme.
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Figure 5.9: Average delay incurred with increasing number of RAW groups

We consider single-hop network where all the STAs are directly associated with the

AP node. However, the same channel access mechanism can be seamlessly extended

over the Relay-based multi-hop 802.11ah network.

5.5 Conclusion

This work presented an efficient RAW scheme for IEEE 802.11ah to reduce access de-

lay and energy consumption. Considering the periodicity of traffic arrival in IoT, the

proposed protocol accurately predicted the traffic interval and created the transmission

schedule effectively. In saturation network conditions, the proposed protocol improves

throughput performance as compared to the conventional access mechanism. From the

results, it is clear that the proposed protocol suits for large-scale, energy-efficient, and

latency-aware networks. In summary, the following are the key achievements of the

presented work:

• The proposed protocol showed suitability in achieving better throughput and delay
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performance in a network having periodic and uplink traffic.

• With the help of a hybrid MAC scheme and RAW slot scheduling for periodic

traffic, PS-MAC reduces the average transmission latency up to 55.5%.

• The total energy consumption in the network is improved by up to 48.4% by

reducing unnecessary wake-ups.

• The proposed protocol achieves higher throughput than the traditional scheme by

an average improvement of 10.24%, which is further increased to 25% when the

number of STAs reaches to 1000 and beyond.

• The proposed hybrid MAC protocol with periodic traffic improves throughput

performance up to 12.4% than the performance with non-periodic traffic.

• The waiting time is reduced for the STAs with smaller traffic interval, consequently

minimizing the delay.

• As most of the IoT deployment (e.g., sensors) use periodic traffic patterns for

uplink data transmission, the proposed periodicity test based traffic scheduling

will be used for better performance.

In this work, we assumed that all the traffic in a monitoring application is uplink

nature, however, in some cases, we may need to deploy some devices for actuation pur-

poses, eventually creating downlink traffic. In the future, we plan to enhance this work

to identify such traffic and STAs to enable proper scheduling over the same network.
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Conclusion and Future Works

Looking at the growing popularity and its rapid expansion and recent development of

IoT, it can be expected that the novel IEEE 802.11ah technology will emerge more and

more in the near future. Various IoT applications have their own requirements such

as scalability, heterogeneity, and power inefficiency, for their smooth functioning. The

MAC layer protocols in IEEE 802.11ah carries a significant responsibility to support

these requirements. We have studied the MAC features of IEEE 802.11ah and analyzed

them relating to IoT application scenarios, emphasizing on what is being discussed in the

IEEE 802.11ah standard and what are the issues that require further research. While

solving some of the problems, four enhancements/solutions have been proposed in this

thesis to provide better scalability in IoT network. In this chapter, we summarize the

main contributions made. Further, we discuss the limitations of the proposed schemes

and suggest some future directions for research on this field.

6.1 Conclusion

In this thesis, initially, we discussed the key features of IEEE 802.11ah concerning

communication issues in IoT. However, for more scalability, a list of issues (including

standardization and implementation) needs to be resolved. To solve some of them, we

proposed four schemes, which are highlighted below:

• HL-MAC: We proposed a RAW optimization scheme considering heterogeneous
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load conditions among different groups of STAs. Markov Chain Model is used

to calculate the optimal RAW performance in terms of efficiently utilizing the

channel bandwidth and collisions in saturated network conditions. The proposed

RAW scheme is found to be achieved better performances over various traffic

conditions. In a heterogeneous traffic environment, the proposed protocol showed

a performance close to the network with homogeneous nodes. Moreover, multi-hop

support with proper channel access mechanism shows better end-to-end results in

terms of coverage range and throughput.

• QS-MAC: A priority RAW and dynamic node re-grouping scheme is proposed for

provisioning QoS in IoT. For the STAs, which are responsible for carrying critical

application traffic, a priority slot scheduling algorithm is used. However, this

solution may create congestion when more number of priority STAs try to access

within a RAW group. In such a case, a backoff based balancing scheme is proposed

to distribute the load among different RAW groups. With the combination of both

the algorithms, a network with different QoS requirements can efficiently utilize

the available channel bandwidth.

• DL-MAC: The total network capacity is increased with the support of a relay

and sectorization scheme. The proposed scheme can further utilize the available

channels in different sectors and relays. After provisioning support for multiple

MCSs, a dynamic load adjustment mechanism is presented for the relay nodes.

The traffic congestion issues at the AP node have been resolved up to a great

extend by allowing simultaneous transmission using multiple channels and sectors.

Performance results of the proposed network found to be scalable for large-scale

IoT.

• PS-MAC: Finally, we presented a RAW and sleep scheduling scheme for periodic

traffic. The proposed scheme is effectively integrated with the existing RAW and

TIM solution of 802.11ah to identify periodic STAs and scheduled them without

competing over high contention. Also, based on the periodicity, a STA is kept in
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sleep mode for some DTIM beacons. The waiting time is reduced for the STAs with

smaller traffic interval, consequently minimizing the delay. The proposed scheme

showed better performance in terms of throughput and energy consumption for

up-link periodic traffic scenarios.

The proposed protocols have proven their suitability in provisioning channel access for

large scale IoT, however, some limitations can be noted. Also, as IEEE 802.11ah is

a relatively new standard, many of the features and issues are not yet been explored,

especially in the case of using it in IoT. These provide the opportunity of research for

improving performance. We discuss the limitations and future works below.

6.2 Future Works

Below, we discuss the limitations of the proposed schemes, which are presented in this

thesis and highlight some of the future works in this domain.

6.2.1 Limitations of the Proposed Schemes

• HL-MAC: The proposed RAW optimization scheme considers only the traffic load

of the network, however, other parameters such as delay, and energy consumption

also need to be calculated for maintaining a minimum performance balance. In

IoT, the network condition is mostly saturated. However, a suitable number of

RAW groups is needed to be measured dynamically in case of unsaturated network

conditions.

• QS-MAC: Identification of QoS traffic and classify them into different categories

is still challenging. Also, a further solution is required to predict the nature of

event-driven traffic and measure its criticality and priority.

• DL-MAC: Although the proposed scheme considers multiple channels and MCSs

to increase the network capacity, very less bandwidth of sub-1 GHz is currently

available freely in a world-wide context. Also, we assumed that the STAs from

different RAPs are static in terms of their locations.

112



Chapter 6. Conclusion and Future Works

• PS-MAC: In IoT, traffic heterogeneity is one of the most important parameters.

There may be periodic, event-driven, and query-driven traffic in a network. Al-

though the proposed scheme can improve performance for most of the monitoring

applications, accurately predicting the periodicity of the STA is still a challenge.

6.2.2 Future Directions of Research

Further works are required to solve different problems for IoT-based heterogeneous,

dynamic, and multi-hop networks. We highlight some of the future directions as follows:

• Power saving issues on a large-scale and multi-hop network: A STA needs to

wake up in a TIM if any other STA in the same TIM group pages. But, this

causes wastes of excess energy consumption. In terms of the entire network, such

individual energy cost creates huge degradation for the whole network. Similarly,

relay nodes should be scheduled in such a way so that re-transmission can be

reduced as low as possible. Power saving of relay node is also another challenge of

such a network.

• Issues of time synchronization in TWT based power saving based schemes for large

network: For TWT mechanism followed by STAs, other than time synchronization

issue, if a STA stays in doze state for a long time, timer error is very high [16].

Also, the channel may be busy with other STAs for transmission or other cases. In

such a case, the transmission of the TWT STA may lead to collisions and wastage

of energy and bandwidth.

• Ensuring harmonious coexistence with other standards operating in sub-1GHz

channel band: The IEEE 802.11ah and 802.15.4-based networks are likely to co-

exist in different IoT deployments. It is obvious that for longer coverage range

802.15.4 will use the sub-1 GHz band. A scalable and energy-efficient cognitive

MAC protocol solution will improve the performance of 802.11ah in such a net-

work.

• Securing IEEE 802.11ah-based large-scale and resource-constraint IoT: Due to the
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use of sub-1 GHz channel band, 802.11ah is anticipated to extend the distance from

which stations can be attacked from. The 802.11ah standard only specifies the

PHY and MAC layers, thus leaving out the network and transport layers. These

leaves room to the various IoT vendors to implement their versions, thus possibly

introducing risky security functionalities. Further, the use of relay stations creates

more things to worry about.

• Mobility facilities and handoff among different relay-enabled BSSs: In a typical

IoT application, the STA may be mobile. Efficient hand-off and dynamic channel

switching for mobile nodes are kept as the future extension of this work.
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